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Editorial

.2021 — Now Delivery Is Made”

Dear Reader,

Now, 2021, delivery is made. Telecommunications and automotive
companies have been investing in two key areas of innovation

for quite some time: 5G and the paradigm shift in automotive
drive technology. 2021 will for the first time see 5G offerings on

a significant scale, and just about every carmaker will offer, launch,
or introduce at least one all-electric model.

That a crucial part of this feat of strength took place in the middle
of the greatest economic crisis since the end of World War Il is all
the more impressive — but the coronavirus may well have been a
catalyst in some instances. This has given rise to a spirit of optimism
in many places. It is precisely this kind of "let's get on with it" men-
tality that | often recognize among our customers and the members
of the MicroNova team.

Now, something that probably brings a smile to the face of every
company executive: Our Testing Solutions division has achieved
technological leadership, thanks to increasing “cloudification” as
well as modularization and a great deal of solution expertise in all
aspects of battery and hydrogen testing solutions. Contributions in
this issue of INNOVAtion, starting on page 4, discuss, among other
things, a virtual test procedure for the validation of control software, BMS tests and a general classification of the cloud topic in
the testing environment.

loT solutions are gaining momentum in the wake of 5G — which is why the Internet of Things is a natural extension of MicroNova's
business model. Two articles starting on page 14 explain this in more detail. There are also aspects "directly within the mobile net-
work" that merit close attention — such as the topics of network slicing, artificial intelligence and grey spot sharing. And, Alexander
Seitz from Telefénica Deutschland talks about COM5.Mobile and network optimization in an interview.

As always the rule holds true that there can be no innovation without efficient IT. This is also underscored in this INNOVAtion by
contributions from the areas of IT Management, IT Security and Project Management. And, each of these three aspects is so essen-
tial that it would be difficult to single out one; you can see this from page 36 onward.

If in the previous issue of our customer magazine Maximilian Karl, the company owner, had his say, it is now the turn of his father

and MicroNova founder, Josef W. Karl, to speak up again and put all topics in the context of MicroNova's innovative strength.

I now wish you, as ever, an enjoyable read. And stay healthy!

Orazio Ragonesi
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Virtual Test Bench for
Validating a Steering
Control Unit

Electronic control units for automotive applications are |
becoming increasingly complex — new strategies are therefore
required for validating the software. MicroNova is working
with the VW Group to develop a virtual test procedure for

the reliable validation of steering software.

: © archy13 / Fotolia.com;

Open Studio / Shutterstock.com
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Automotive manufacturers and sup-
pliers need new approaches and test
systems for the validation of new
driver assistance systems all the way
through to autonomous driving. The
aim of Volkswagen Group Compo-
nents is the comprehensive and ef-
ficient validation of the software of a
steering control unit.

Volkswagen and MicroNova have
been developing various approaches
to virtual testing since 2016, i.e. PC-
based simulation for the validation
of control unit software, on the basis
of their long-standing cooperation in
the field of HiL (hardware-in-the-loop)
testing and test automation. The vir-
tual electronic control unit (vECU)
has always been at the center of all
approaches. The jointly developed
concept is an extension to previous
HiL or SiL (software-in-the-loop) test
benches.

This innovative approach by the test-
ing experts at VW and MicroNova of-
fers significant benefits. The steering
software can be validated very early on
in the development process in dynam-
ic tests up to a classification accord-
ing to ASIL D (see box). In addition,
errors can be identified at an earlier
stage and hence more cost-effectively.
Linear scaling up using greater pro-
cessing power also makes it possible
to run tests in parallel. This provides
the basis for the dynamic and cost-ef-
ficient installation of further identical
test stands or their relocation to the
cloud. Moreover, test cases can be
more complex than with conventional
systems, as the entire test bench can
simply be halted whenever necessary
—for example, to read out data memo-
ries or adjust configurations.

Virtual testing and
virtualization of the ECU

The terms software-in-the-loop, vir-
tual testing and virtual test bench are

frequently used buzzwords in ECU
development. The core element of all
implementations in these areas is the
separation of the software test from
the target hardware, i.e. the control
unit. The test is usually carried out on
PC systems, although calculations can
also be offloaded to other hardware
such as graphic cards or FPGAs if ne-
cessary. These systems can be run lo-
cally or in cloud data centers.

If this type of virtualization is extend-
ed to other connected peripherals,
such as actuators, sensors and the ve-
hicle bus, the result is a test bench that
could also be implemented as an HiL
system. According to the experts at
MicroNova, such an expansion of the
test systems used is unavoidable due
to the stringent demands of testing
control units for automated vehicles.
The concept developed by VW and
MicroNova allows test cases to be exe-
cuted on a virtual test bench, with only
minimal adjustments compared to
conventional hardware test benches.
HiL systems can therefore be supple-
mented and test capacities significant-
ly expanded.

Implementation of the
virtual test bench

The virtual test bench is based on a
co-simulation of three software prod-
ucts. The main focus is on the simu-
lation of the ECU at instruction level
within a SystemC model that models
data transfer between the individual
components. The processor models
used range from processor emulation
to RTL (register transfer level) simula-
tion, depending on the desired depth
of simulation. The individual compo-
nents are shown in the overview (Fig.
1). The system for testing VW's steer-
ing software is based on a replica of
the processor and other connected
components for system monitoring,
engine control (GDU) and bus com-
munication. In this case, the depth of

simulation includes not only the exe-
cution of the individual instructions
of the processor, but also the imple-
mentation of all registers present as
hardware, as well as the simulation of
processor timing. The detailed re-
presentation of cache accesses and
memory areas allows test engineers to
identify errors deep within the system.

The virtual test stand consists of two
redundantly configured threads, each
with a multi-core processor. The pro-
cessor communicates with the vehicle
bus system, performs inter-ECU (IEC)
communication and receives sensor
signals from user inputs for steering
and other assistance functions. It also
provides a motor control function (hp).
The motor model was implemented in
the form of a circuit simulation, which
also partially takes into account tran-
sient switching processes of the motor
control function. The rest-bus simula-
tion originates from a hardware test
bench and is connected via a simu-
lated vehicle bus in a slightly modified
form.

Functional safety in ac-
cordance with ISO 26262

Risk assessment in accordance
with ISO 26262 involves classifi-
cation according to ASIL (Auto-
motive Safety Integrity Level) A
to D. Here, ASIL D represents the
highest requirements, such as
those necessary for autonomous
driving. The new concept of the
virtual test bench allows the steer-
ing software to be validated up to
ASIL D classification at a very early
stage in the development process.

Testing Solutions
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At the beginning, a test automation
solution (e.g. EXAM) starts the simu-
lation for the test object, i.e. in this
case the unmodified steering software
(marked green in Fig. 1). The required
calibration or learning data are auto-
matically loaded at startup. It is pos-
sible to capture and manipulate data
at any point in the virtual test bench
thanks to the simulation properties.
These may be memory areas, hard-
ware registers, or input/output lines
of the micro-controller within the pro-
cessor model. Physical variables can
also be specified and measured at the
sensors and in the motor model. As
the external system has no influence,
this procedure ensures that the test is
as reproducible as possible, thereby

Overview of virtual test

bench with test automation.

ensuring consistently high test quality
and reliable verifiability of the results.

Possible applications

The virtual test bench offers a wide
range of testing options that can be
adapted to specific requirements.
Fig. 1 shows examples of possible
activation points in blue. As in real
test benches, these are triggered via
the bus system or via sensor inputs.
What's more, the test bench provides
a variety of interfaces that can be used
to cause specific malfunctions and to
measure whether the software under
test shows the desired response. It is
also possible to undertake significant

interventions in the test bench, al-
lowing memory areas to be modified
and the possibility of causing unsafe
states or manipulation of the micro-
controller's inputs/outputs. Such mo-
difications are not possible at all on
conventional hardware test benches,
or only at great cost. The same applies,
for example, to timeouts in monitoring
functions or moving mechanical parts.
In the ideal case, the system behavior
of the virtual test bench corresponds
completely to that of a hardware test
bench.

The virtual test bench still has some
limitations due to the model character
of the components used: While ECU
simulation, for example, is already very




accurate, the accuracy of motor simu-
lation has so far been limited to basic
motor behavior in selected operating
states. An example test case consists
of providing the sensors "Sensor input
1" and "Sensor input 2" with implaus-
ible or invalid values and at the same
time interfering with the thread com-
munication (IEC). The system must also
achieve a safe baseline state in this ex-
treme case.

Conclusion

The virtual test bench that Micro-
Nova developed for VW has already
been successfully used in several test
loops of the steering software. The dy-
namic tests went beyond the possibi-
lities of many hardware test benches.
"Virtual ECU Level 4 was a new innova-
tive way for us to validate high-avail-
ability steering systems for auto-

nomous driving," explains Matthias
Gluck, Project Manager Virtual ECU
at Volkswagen AG. "Many tests were
made easier and much more efficient
as a result. We will continue to lever-
age the potential and opportunities
we see with VECU L4 to expand and
improve our testing procedures."

This will ensure comprehensive vali-
dation of safety-critical components
at various points in the development
process. High availability of the steer-
ing system is essential, in particular
with regard to autonomous driving,
and must be demonstrably proven
during testing. Virtual test benches
will be indispensable in the future for
these technical requirements, such as
high scalability and the large number
of test variables that autonomous driv-
ing entails.

Test depth
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BMS Testing on a HiL
System Using Cell Controller
Simulation

Automotive supplier ElringKlinger is expanding its testing

expertise for battery management systems (BMS), placing its trust

in the solutions and expertise of MicroNova's testing specialists.

TEXT: Abdiilkerim Dagli (MicroNova AG), Dr. Pierre Freundt (ElringKlinger AG)

PICTURE: © Herr Loeffler / Shutterstock.com

2020 saw around 194,200 new all-
electric vehicles registered in Germany
— a new record, representing a three-
fold increase over the previous year. A
significant part of this trend towards
low-emission mobility is also attribut-
able to the steady advances in battery
technology, which is playing a key role

in the transformation of the automo-
tive industry.

Companies like ElringKlinger AG,
based in Dettingen an der Erms in Ba-
den-Wirttemberg, have made a signi-
ficant contribution to this. The auto-
motive supplier has been working on

battery technologies for vehicles for
over 15 years and is a leading Ger-
man player in this field. Having start-
ed out with battery-related compo-
nents such as cell contacting systems,
ElringKlinger has now secured orders
for complete battery modules.




ElringKlinger is expanding its portfo-
lio to include new products and solu-
tions as part of its transformation from
a component supplier to a systems
partner. This includes, for example, the
development of a battery manage-
ment system (BMS), i.e. the electronic
control unit for electric-vehicle batte-
ries. ElringKlinger has chosen the soft-
ware and systems vendor MicroNova
as its partner for this project. With its
measurement and simulation solu-
tions specially developed for e-mo-
bility, its hardware-in-the-loop (HiL)
system “NovaCarts Battery” is ideal for
testing battery control units.

BMS: Multiple requirements
for test systems

The battery management system
plays a central role in battery storage
systems: besides monitoring the indi-
vidual cells, it also assures functional
safety by preventing overcharging or
excessive discharging of the cells. The
BMS also provides the main communi-
cation interface to other control units
in the vehicle. For example, in addition
to measuring battery voltages, it can
also work together with the speedom-
eter and navigation system to calcula-
te range.

The requirements for appropriate
test benches for their reliable valida-
tion are therefore just as varied as the
battery management system func-
tions: The HiL systems must simulate
all conditions to which a BMS can be
exposed in a realistic and reproducible
manner. This is the only way of ensur-
ing and proving that the system is
functioning correctly.

One of the key challenges in devel-
oping BMS test systems is the high-
precision simulation of individual cell
voltages. While overall voltage is up
to 1,000 volts, it is necessary to dis-
play differences in the millivolt range.

Another focus is the exact simulation
of the charging and discharging cur-
rent of the battery system as well as
the intermediate circuit with the vol-
tages occurring there. In addition, a
test system should be able to accu-
rately simulate the entire battery, in-
cluding cell temperature and aging,
and simulate special signals (e.g. pilot,
crash).

NovaCarts test systems for BMS
meet these requirements with the re-
quired accuracy through hardware and
software-based simulations, thus en-
abling realistic testing at an early stage
of development.

Cell module controller
simulation - a unique feature

Safe operation of lithium-ion battery
cells requires the continuous moni-
toring of cell voltage and tempera-
ture. To this end, each of the modules,
each of which groups together several
cells in a battery, has its own monitor-
ing electronics unit. This consists of
cell module controllers (CMC), also
known as cell sensor circuits (CSC) or
cell supervision electronics (CSE). Each
cell is connected to such a monitoring

module, i.e. a CSC. CSCs constantly
measure the voltage and temperature
of the cells and pass this information
to the BMS.

CSCs are primarily circuit boards with
one or more microcontrollers, also
known as ASICs (application-specific
integrated circuits). These chips are
specially designed for monitoring lith-
ium-ion cells. The CSCs are connect-
ed electrically to the cell poles via
“sense lines” in order to measure the
voltage of the cells. Additional lines
can also be used to connect tempera-
ture sensors, which are relevant for
ensuring optimum use and load of the
cells.

As central battery components, the
cell module controllers supply the
BMS with information about the cur-
rent state of the cells. The BMS would
not be able to collect any useful infor-
mation on the state of the battery with-
out them and pass it on, for example,
to calculate the remaining range. CSCs
therefore undergo repeated optimiza-
tion in the course of the development
of a BMS. ASICs are most frequently
subject to modification, as the de-
velopment process often involves the

About ElringKlinger AG

within the ElringKlinger Group.

As a global, independent vendor, ElringKlinger is a strong and reliable partner
for the automotive industry. The company offers innovative product solutions for
all drive types — whether passenger cars or commercial vehicles, with combus-
tion engines, hybrid technology or all-electric vehicles — thereby contributing to
sustainable mobility. Lightweight design concepts reduce vehicle weight, which
in turn reduces fuel consumption and CO2 emissions in internal combustion en-
gines and increases the range for alternative drive systems. ElringKlinger posi-
tioned itself early on as a specialist in electromobility with cutting-edge battery
and fuel cell technology and electric drive units. The company is continuously
developing its sealing technology for a wide range of applications. Its shielding
systems ensure optimum temperature and acoustic management throughout the
vehicle. Dynamic precision parts from ElringKlinger can be used with all drive
types. Engineering services, tooling technology and products made of high-per-
formance plastics — also for sectors outside the automotive industry — round off
the portfolio. In total, around 10,000 employees at 44 locations worldwide work

Testing Solutions

INNOVAtion // 01-21 // 009



Testing Solutions

010 // 01-21 // InNOVAtion

NovaCaars

by Miceolloia

DC+ DC-

HV-Source

CSC Simulation

NC-BEB1000 |

Cell Simulation |

CPC

NovaCarts Battery HiL-System

n Functional scheme of the BMS HilL system used at ElringKlinger.

Positive trend for e-cars

At around 194,200, electric ve-
hicles achieved a share of just
under seven percent of total new
registrations in 2020, while con-
ventionally powered cars account-
ed for around 74 percent. Hybrid
vehicles accounted for a further
18 percent and natural gas and
liquefied petroleum gas for a fur-
ther one percent.

The target set by the German
government in 2013 of one mil-
lion electric vehicles on Germa-
ny's roads by 2020 was therefore
unfortunately not met. However,
the latest registration figures in-
dicate a clear trend in society and
a rethink towards more environ-
mentally friendly and sustainable
mobility.

integration of chips that are more po-
werful and more suitable for the ap-
plication in question. Replacing ASICs
can be time-critical for development,
as they also play an important role in
communication with the BMS. This is
because CSCs are not always available
in time for validation tests when the
new ASICs are introduced.

In this purpose, MicroNova offers
a simulation solution that emulates
ASICs and their function in the BMS-
CSC network. This CSC simulation is
based on an FPGA-based hardware
solution that can be used both on the
HiL system and as a desktop applica-
tion. The associated software allows
a choice between different ASICs for
simulation. This approach allows vali-
dation tests for the BMS to be started
at a very early stage, since no real CSC
components are required. Moreover,
CSCs from different manufacturers can

BMU - Battery Management Unit == isospi
CSC - Cell Sensor Circuitry
MSW - Main Switch

SHN - Shunt

mm U I T
== CAN

be easily tested in combination with
the BMS — without significant change-
over and downtime or conversion
costs. MicroNova's CSC simulation
currently supports chips from Texas
Instruments, Analog Devices, Linear
Technology, and MAXIM Integrated.
Simulations for additional chips can be
developed on demand.

Trust and cooperation

ElringKlinger's development and test
engineers were able to draw on the
decades of experience of MicroNova's
consultants and project engineers in
the fields of test & validation, simula-
tion development and project man-
agement when establishing a test pro-
cess for their own BMS development.
Even the initial meeting and the joint
preparation of specifications were
characterized by a spirit of partner-

" https.//www.faz.net/aktuell/wirtschaft/wirtschaftspolitik/eine-million-elektroautos-bis-2020-merkel-haelt-an-absatz-

ziel-fest-12796498.html
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ship and goal-oriented cooperation.
Close contact was also maintained
with those responsible at ElringKlinger
during the implementation of the proj-
ect. Regular updates on the status of
the HiL setup and the implementation
of the software elements meant that
changes could be introduced at any
time, even at short notice.

“We have expanded test capacities
in the area of battery storage as well
as module and cell testing in order
to continuously broaden our e-mo-
bility portfolio and have invested in
corresponding test benches with cli-
mate function. A major factor in this
is the ability to master the battery
management system as well. In addi-
tion, the development and validation
of key components such as the BMS
form core elements of our develop-

ment and testing strategy,” says Dr.
Pierre Freundt, Head of Battery Test-
ing & Validation at ElringKlinger,
explaining the company’s motiva-
tion. “The decisive factor in choosing
MicroNova as a project partner in the
field of HiL testing was, apart from its
many years of experience in testing
battery management systems, its high
level of expertise in simulating cell
module controllers.”

The “NovaCarts Battery” BMS HiL
system was commissioned on sched-
ule. This was partly carried out on
site at ElringKlinger, but for the most
part remotely. In addition to a detailed
briefing on the test system, training
was also provided on how to operate
the hardware and software. Both the
HiL support engineers at MicroNova's
corporate headquarters in Vierkirchen

and the engineers at the Leonberg site
are available to assist in ongoing op-
erations.

The transformation in mobility is ad-
vancing, and battery technology has a
central role to play in this. High-qual-
ity products and excellent coopera-
tion have been impressive in the im-
plementation of further tangible steps
from the very outset. ElringKlinger
AG has already embarked on the first
enhancements to the CSC simulation,
which will lead to even closer coopera-
tion between the two companies. The
focus is on further use cases in the
context of electromobility.

Red Hat Innovation Award

MicroNova supplies key components for VW innovation project

TEXT: Editorial staff

Every year, the open source provider
Red Hat honors five particularly inno-
vative customer projects with the "Red
Hat Innovation Awards". This year, one
of the award winners is Volkswagen
AG.

To improve the speed, scalability and
consistency of testing ECUs for mo-
dern vehicles, VW Group used Red Hat
technology to develop a test environ-
ment that combines virtual and real-

world testing. With this new environ-
ment and an architecture created with
“Red Hat Open Innovation Labs", the
VW Group's development division im-
proved the integration of components,
introduced self-service provisioning,
and reduced system testing costs by
50 percent.

MicroNova congratulates VW on
their success! We are proud to be able
to help develop forward-looking stand-

ards such as the Connected Mixed
Reality (CMR) environment and to
contribute to the success of this proj-
ect with some of our products. The
MicroNova software "NovaCarts Vir-
tual" for HiL systems, for example, is an
important component for CMR as a
simulation node.

Testing Solutions
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Events - the real ones, not vir-

tual ones — have been rare in recent
months for reasons we all know. How-
ever, there are now increasingly opti-
mistic plans for some industry events.
Our experts from the Testing Solutions
division are already looking forward
to two important dates in autumn.
We hope to finally meet you in person
again at 'f-cell Stuttgart’ and the 'Bat-

tery Experts Forum'’!

f-cell Stuttgart -

Energizing Hydrogen Markets
Haus der Wirtschaft, Stuttgart

September 14.-15, 2021

At the two-day event, international
hydrogen and fuel cell experts will
provide an extensive overview of relev-
ant markets and industries as well as
technological advances in alternative

propulsion.

As part of the interactive format,
MicroNova will be present together
with its partner Smart Testsolutions.
The companies will present their co-
operation in the areas of fuel cell meas-
urement technology, HiL testing &
validation for ECUs and control elec-

012 // 01-21 // InNOVAtion

MicroNova Live!

tronics as well as monitoring of fuel
cells and electrolyzers (Booth 23, List
Hall).

Battery Experts Forum
Messe Frankfurt, Hall 6.0
October 5.-7., 2021

At the three-day Battery Experts
Forum at the Congress Center of the
Messe Frankfurt, MicroNova will pro-
vide information on how to validate
battery management systems in a time
and cost-effective manner.

Come and see our presentation
“Simplification and cost reduction in
testing Battery Management Systems”
and learn more about the “NovaCarts
Battery” HilL system.

Presentation times:

» Tuesday, 5 Oct. 2021, 3:20 pm -
3:35 pm, Business Presentation
Lounge

» Thursday, 7 Oct. 2021, 2:00 pm -
2:30 pm, Conclusion Room

Contact person and speaker:
Abdiilkerim Dagli
sales-testing@micronova.de
+49 8139 9300-0

TEXT: Editorial staff PICTURE: © Brian A Jackson / Shutterstock.com

In order to also keep you up to
date virtually with the latest so-
lutions and technologies, Micro-
Nova offers free webinars. If you
are unable to attend live or have
missed a date, you can find the
recordings here: www.micronova.

de/en/testing/videos

Further events, webinars and
presentations will be added to our
schedule on an ongoing basis. Vis-
it our website at www.micronova.

de/en/testing-events.

Testing Solutions
Newsletter

Have you already subscribed to
our newsletter? Sign up to receive
regular updates on MicroNova's
products, solutions, and services.
You can of course choose your
main areas of interest and your
preferred language (DE/EN).

Sign up now at www.micronova.

de/en/newsletter.
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Just asking...

Cloud solutions now seem to be everywhere, but the feasibility of such ap-
plications differs depending on the area of use. What strategy is MicroNova
pursuing in this regard with its three business units and what is the “cloud

status” of its products?

The term “cloud” is actually very old,
having been coined by IBM back in
the 1950s. It would therefore be easy
to get the impression that there is no
longer any innovation here and that
technology has long since found its
way into all areas. There is in fact al-
ready a huge range of applications
in the consumer sector. Many people
maintain their music and movie col-
lections “in the cloud”, and numerous
online services are based on cloud
technology. The use of cloud technol-
ogy has not yet been possible in the
high-tech domains of enterprise appli-
cations in which MicroNova operates,
or at least only to a very limited extent.

The MicroNova IT Management
business unit was the first where
cloud-based products played a sig-
nificant role several years ago. It was
less the availability of solutions than
users’ concerns about data protection
and security that slowed down the
progress of this technology. However,
highly secure solutions hosted in Ger-
man or European data centers have
now become established, and the ini-
tial reticence has been successfully
overcome. Within our company, today
we see the highest growth rates in the
context of cloud-based products by
ManageEngine, which we distribute
exclusively in Germany.

The cloud era is also just begin-
ning in our Telco Solutions business.
This has been triggered by the major
technological upheaval associated
with the transition of mobile net-
works to the new 5G technology: from
proprietary technology of the major
manufacturers to open-source-based
frameworks. This change has been ac-
companied by a shift of the entire in-
frastructure into the cloud. Of course,
our products from the COM5.Mobile
family and the COM5.SDN Mediator,
which is based around the new 5G ar-
chitecture, will also soon be available
as cloud-based versions.

However, the most interesting de-
velopment for me in terms of cloud-
based solutions is happening right
now in our Testing Solutions division.
Hardware-in-the-loop (HiL) systems
have always been characterized by
such high real-time requirements that
for a long time switching to cloud so-
lutions was not thought to be possible.
We have now succeeded in breaking
down this barrier with our NovaCarts
virtual technology. We have been work-
ing consistently on making all our
HiL technology cloud-enabled for a
number of years — even though there
were no sufficiently powerful cloud so-
lutions available at the beginning. The
situation has changed significantly.

Clouds are now available that can eas-
ily deliver the generally required cycle
time of 1 ms in a HiL system — or even
significantly shorter times — in real
time. Our “"NovaCarts Virtual” product
range makes it possible to implement
various test setups with ease: from real
HiL systems in a cabinet to connected
mixed reality environments as a hybrid
form as well as purely virtual cloud test
benches. This has led in a quantum
leap in terms of flexibility and potent-
ial cost savings for our customers. Of
course, our EXAM test automation so-
lution, with the associated Test Cloud
Controller (TCC), also integrates seam-
lessly into this cloud infrastructure for
testing vehicle electronics.

| am therefore very pleased that we
can now make almost all of our prod-
ucts available in a cloud environment.
We are ideally equipped to deal with
the technological changes currently
taking place thanks to our product de-
velopments of recent years.

Testing Solutions
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Whether new services or direct ac-
cess to valuable data, for example
from machinery: MicroNova has been
paving the way into the Internet of
Things for companies with a dedicated
offering since 2021 — namely through
a comprehensive and forward-looking
loT portfolio. Using this, companies
can capture data from interconnected
devices, sensors, and machines, ana-
lyze it in the cloud, evaluate it, and in-
corporate it into loT concepts.

The technical basis for the new offer-
ing is the expertise that has long been
available and implicitly used at Micro-
Nova. Companies in various high-tech
industries, including automotive, tele-
communications, energy, and others,
have for over 30 years benefited from
the tried-and-tested knowledge on
optimizing processes, reducing costs,
generating new business models, and
improving the safety of systems.

At MicroNova loT components and
solutions are available from a single
supplier, from data acquisition and
processing, to data communication
and data analysis. The MicroNova
team works closely with the Spanish
company amplia))), which specializes
in connecting devices and business
processes through the loT. Thanks to
this partnership, companies receive
custom solutions using the Open-
Gate© Framework developed by
amplia))).

This means they benefit from the
advantages of the loT: Because by link-
ing the "Things”, data can be trans-
formed into valuable information,
which in turn, depending on the proj-

L\

ect, helps to reduce costs or create
completely new products and services
— right through to transformed busi-
ness models. An example use case
can be found on page 18 of this issue
and more examples can be found at
https://www.micronova.de/en/telco/

iot.html.

The scope of services of the new
portfolio includes the analysis of rele-
vant technologies and requirements,
and the selection of devices and sen-
sors including the management of any
suppliers or partners involved. Micro-
Nova also provides support in archi-
tecture design, system integration,
data evaluation and dashboard de-
sign, as well as an optimized process
control system. Thanks to amplia)))’s
years of experience, companies re-
ceive a cost-optimized foundation for
long-term success — regardless of the
maturity of their loT project.

e SR 1 e
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Change management for
increased user acceptance

New processes and technologies
only realize their full productivity po-
tential when users apply them consist-
ently and sustainably. One method-
ology that has proven itself in prac-
tice is to maximize user acceptance
through a change management pro-
cess.

This means even active processes
can easily be adapted in retrospect
without jeopardizing the consistency
of the data and workflow instances.
MicroNova focuses on building proj-
ects in partnership with customers
— from initial discussions through to
training for usage and maintenance.

The Framework

MicroNova partner amplia))) has
been developing the loT platform
OpenGate®© since 2005, which has
proven its abilities in many loT projects
at well-known companies. Open-
Gate© is the underlying system that
collects and processes information
from all devices, which the user can
view, analyze, and evaluate. It allows
companies to standardize (normalize)
data and provides the results for op-
timal evaluation via dashboards and
integrated business intelligence meth-
ods.

Furthermore, a high degree of auto-
mation is ensured. This automation

OpenGate© eSIM/SIM Management for loT applications

This product, based on the OpenGate®© loT Framework, provides centralized
SIM and eSIM management for multi-operator environments — ideal for com-
panies with lots of devices in the field, such as private campus networks. It can
communicate with literally any mobile communication technology (2G, 3G, 4G,
NBIoT, LTE Cat-M, etc.) and supports the operation, management and monito-
ring of eSIMs and SIMs.

Comprehensive functions for remote monitoring of all elements involved in
the SIM management process are included. Using a web-based application,
users can evaluate the data based on rules and using automation. If there are
errors, custom alarms notify users immediately. This enables companies to qui-
ckly set up large loT environments with their own eSIM/SIM management and
provide highly reliable and performant services.

Requirements

With eSIM/SIM Management, it is possible to manage eSIMs and SIMs from
any communication provider. If the provider does not have its own M2M ma-
nagement portal, the prepared information can be provided via a bulk upload
tool. Alternatively, integration with other platforms is possible via their inter-
faces. This only requires API access rights to the provider platforms with SIM
permissions and connectivity to the respective infrastructure elements (Radius).
Thanks to an integration API, companies can also seamlessly integrate their own
processes with the OpenGate© eSIM/SIM Management (e.g. ticketing systems,
etc).

can be adapted to individual needs
through extensive rules. A powerful
fault management system provides
for the evaluation of events, complete
alarm handling, and connection to ex-
ternal ticketing systems.

OpenGate© offers a range of possi-
bilities that allow companies to create
economic added value through fit-
ting business models or to reduce or
keep costs low — for example, through
cheaper maintenance or avoiding un-
necessary service calls:

» Connectivity and vendor inde-
pendence: Simple integration of
devices and logs

» Data management and mass
processing: Measurement and
operating data on hardware,
software and connectivity, error
detection/prevention

» Intelligent data collection, pro-
cessing, and analysis: Collecting,
normalizing, and processing all
relevant data to extract key infor-
mation

» Security and high levels of avail-
ability: Performance of a secure
loT platform, designed for several
million connected devices

By bringing together the tried-and-
tested amplia))) platform and our
extensive industry and technology
expertise, MicroNova is immediately
able to transform data into value-add-
ed information — forming the basis for
new business models and additional
revenue potential.
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The OpenGate© loT Business Suite
has been developed by MicroNova
partner amplia))) on the basis of the
OpenGate®© loT Framework and offers
dedicated industry solutions. The main
advantage for businesses: Building on
a specifically prepared and proven sys-
tem, by working with MicroNova they
can create their own custom loT solu-
tion — very quickly and cost-effectively
in terms of set-up and operation.

» Quick implementation of new
use cases: The Business Suite
includes all the tools required
for business data mining and the
analysis of loT devices. The aim
is to create solutions that are
appropriate for the business case
on the basis of existing features in
the shortest possible time and with
minimal cost.

» Transform the complex abun-
dance of data into relevant in-
formation: With the OpenGate©
loT Business Suite, companies
receive the essential features for
optimized daily operations by
being able to access a predefined
and proven, yet flexible toolkit.

» Monetization: A transparent as-
sessment of return on investment
is made possible by companies de-
fining rules, reports and processes
to collect, measure and control the
required information.

» Integration with IT manage-
ment: User-defined reports with
precise information help to get all
departments on board.

» Real-time measurement of
results: Customized dashboards
make it possible to assess the
status of the solution, simulate
it, and proactively make resilient
decisions.

loT for SMEs - tailor-made for
every industry with MicroNova

Whether new services or direct ac-
cess to valuable plant and machine
data: MicroNova knows what medium-
sized companies need and helps them
enter the loT age — with an extensive
and forward-looking portfolio.

With all components and solutions
from a single supplier, from data ac-
quisition and processing, to data com-
munication and data analysis. This
means that medium-sized companies
can now also benefit from the advan-
tages of the loT inexpensively without
having to set up costly and ponderous
enterprise solutions. Our motto: “SME
for SME; we understand your require-
ments”.

MicroNova partner amplia))) has
already developed various solutions —
based on the OpenGate®© loT Frame-
work or the OpenGate© loT Business
Suite — that are precisely tailored to
the requirements of specific in-

dustries: OGTrack and
VN OGSmartMetering.

» Custom business cases: Organi-
zations can structure their business
model requirements directly in the
loT world without having to write a
single line of code.

This article introduces
OGTrack. Information
about OGSmartMetering is already
available at https://www.micronova.

de/telco/iot/loesungen.html.

OGTrack: Asset Tracking

OGTrack allows companies to track

valuable assets anytime, anywhere —

across wide-ranging process chains.

The cloud-based solution is ready to

use and is based on the OpenGate©

loT Framework. As such it offers a

complete toolset for optimized asset

tracking and monitoring.

OGTrack covers the communication

and a pre-configured deployment of

the OpenGate© platform in addition

to the ready-to-use devices. Compa-

nies can immediately and very easi-

ly start using it as part of a Proof of

Concept (PoC) or even as extensive

use case. Logistics and industrial firms

involved in the transport of container

systems, the transport and/or use of

vehicles etc. can benefit from the so-

lution in particular.

For example, OGTrack makes it pos-

sible to check carriers, containers and

trailers:

Improve delivery/production

Reduce idle times

Avoid lost shipments
Reduce costs

More and better delivery
information

Components of OGTrack -
get started with the loT

OGTrack improves the tracking and

precise geolocation of any asset. Sta-

tus monitoring and usage statistics

improve the performance of the ser-

vices and therefore the added value

for companies. The solution is compat-

ible with almost any tracker (based on

OpenGate©'s Connector Factory). For

optimal deployment, amplia))) recom-

mends the use of VTrack.
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» Web-based SaaS solution,
accessible via an intuitive user
interface

» Pinpointing and traceability

» Real-time detection of
defined events (geofencing,
unplanned stops, movement,
etc)

» Monitoring of additional
parameters (position, jolts,
inertia, temperature, etc. can
be logged)

» Simple integration into exist-
ing systems

»  Full remote control of the
entire inventory (asset/device/
communication)

» KPIs & custom dashboards
and reports according to user
type

» Sorting according to defin-

able parameters

» Rule-based engine: create
custom alarms and automatic
action rules

Conclusion

Companies usually have already
achieved a high level of productivity
in their existing processes. Significant
efficiency gains therefore require ef-
fective, innovative concepts that sup-
port new ideas and business models.
This is precisely what MicroNova and
amplia))) make possible — through a

powerful combination of engineering,

planning and design skills as well as
industry know-how. Still, there is no
need to reinvent the wheel every time.
With often only minimal changes to
existing solutions, companies in all in-
dustries that want to achieve compa-
rable added value can start their own
loT project within a short space of time
and at low cost.

loT Testimonial: Optimized warehouse
and logistics chains with OGTrack

A European logistics and transport
company wanted to track metal con-
tainers used for shipping motorbikes
— from the time they leave the factory
premises until they arrive at the deal-
ership. Despite an extremely generous
stock of transport containers, the lack
of information about their current
whereabouts was leading to delivery
delays and ultimately to dissatisfied
customers. The company's goal there-
fore was to minimize these costly
disruptions and to obtain the neces-

sary information about the locations
of containers at any given time, in a
structured manner and integrated into
existing systems.

The solution was a concept to track
the transport containers remotely
and in real time — throughout the en-
tire shipping process. Sensors in the
metal boxes constitute the hardware
side of the solution. Using the “Secure
Directed Diffusion” (SDD) protocol,
optimized for sensor communication,

the OpenGate© platform collects the
data for further analysis. Contain-
er locations and capacity usage can
be queried in real time; their status
and movement profile including stop
times are also available anytime and
anywhere. Automatic alarms indicate
when a container has delivered its
consignment and remains motionless
for more than one day. This allowed
the company to minimize expensive
periods during which containers were
empty and optimize their storage.
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Our Partner amplia)))

amplia)))’'s mission can be summarized as helping users to optimize their pro-
cesses and digitize their business in all phases of the loT (Internet of Things)
value chain. More than that, MicroNova's partner sets great store by its own
employees, too. There is a strong emphasis on ideals such as transparency, di-
versity and a collaborative environment. With a highly qualified and experienced
team of 35 employees, amplia))) develops its portfolio of products and solutions
entirely in-house, focusing on effective quality assurance and robust security
mechanisms for its 10T and M2M solutions. All this is evident in its OpenGate
loT Platform designed from the ground up as a performant and reliable layer-

based architecture. A current total of over twelve million managed entities, more
. . than ten million daily operations, and around eight million transactions speak for

,With MicroNova and et el e

themselves — as well as being scored for three years in a row as one of the best

amplta)))jommg fOI’CBS, loT platforms in the world by MachNation'.

we are looking forward to
great loT projects in Ger-
many that will help our
clients thrive. MicroNova’s
result-driven approach | |
and amplia)))’s leading <@ o
technology both repre- NI ; s
sent the eXpanS[On Of hew N . : . : Internet of Things (IoT): Our Service
business models and the (IR , S
fo) ptlm [ZGt[O n Of eX[Stin g R -- ; \ ‘ devices, system integration, optimized processes and
operations.” ' :
— Javier Martinez,
CEQ,

Company  Testing ITManagement  Career M’CRONOVA

Software and Systems

data analysis

The Internet of (Industrial) Things (I{oT) has established itself as a central

am p | ia))) and worldwide communication platform, which, in addition to areas of 1oT: The Internet of Things
everyday life, has primarily penetrated economic activity and continues to Connecting the physical world with the virtual is setting the pace for
do so. all economically relevant topics, such as Industry 4.0, Smart City, or

Smart Mobility. And the Internet of Things will continue its rapid
In the IoT environment, MicroNova works closely with the Spanish experts

atamplia and, using the OpenGate® Framework, and offers tailor-made

growth: Analysts predict more than 50 billion interconnected

products worldwide in 2021
Solutions for companies wanting to benefit from the numerous advantages

ofthe 10T and expand their business model to include loT solutions. This is
especially true for small and medium-sized enterprises (SMES) that are now
also wanting to capitalize on the loT,

10T for small and medium-sized enterprises - with MicroNova!

Whether new services or direct access to valuable plant and machine data: MicroNova is paving the way for SMES to enter the 10T age — with an extensive
and forward-looking portfolio. With all components and solutions from a single supplier. from data acquisition and processing to data communication and
data analysis. This means that SMES can now also benefit from the advantages of the IoT inexpensively without having to set up costly and ponderous
enterprise solutions. Our motto: “SME for SMES; we understand your requirements".

Collected data s analyzed, evaluated, and integrated into IoT concepts Using the latest technologies - Artificial Intelligence, Big Data, Cloud Computing, Edge
Computing, etc. - from interconnected devices (Machine-to-Machine, M2M). With more than 30 years of experience, our experts can develop and deploy

specific solutions for the unigue problems faced by our customers, in simple and coordinated steps.
.
www.micronova.de and the loT

Products, solutions and references — these form the core content of MicroNova's v Dataanalysisand D)
new loT website. Together with a few introductory words for newcomers to ke s 3
the Internet of Things, the website offers in a concise and clear manner exactly [I0li@)))

what the loT solutions from amplia))) themselves stand for: getting up to speed RoN;::;: ) e jtg‘
quickly and easily. All relevant information is included at the same time in orderto  feand systems sonte!

convey a more detailed understanding of the potential benefits and processes as
well as the products and technologies. And naturally we have also remembered . i @
the most important thing of all: a contact option for your next steps on your path Sl

to the Internet of Things.

=

asily with the right partner

. . ight decisions to achieve a powerful general architecture of the OpenGate®© loT
www.micronova.de/telco/iot.html ot to convert thelr data nto real usable igures and use these for the T-based

Jer projects with these IoT benefits,

This approach seamlessly captures all the necessary resources for the project. Thanks to the experience and expertise of MicroNova partner and
OpenGate® developer amplia, customers receive optimum support, regardless of the maturity of their 10T project - for long-term success at low cost.

" https.//www.machnation.com/2020/07/13/2020-iot-device-management-scorecard-rates- 13-iot-platforms
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The special properties of 5G are
creating far-reaching opportunities
for innovation: Smart Industry, Smart
Farming, Smart Cities, etc. As digitali-

zation progresses and new areas are network function virtualization (NFV)
opened up for mobile communica- At the same time, these technologies (see INNOVAtion 2-2020 for details of
tions, the number of connected end are presenting challenges for network what MicroNova has to offer). In ad-
devices will quickly increase. Reliability operators and necessitating invest- dition to these two, there are other
and low latency thanks to ultra reliable ments in the new network infrastruc- key technologies for the 5G standard
low latency communication (URLLC), ture. New approaches to network de- such as carrier aggregation, massive
higher capacities through massive ma- sign and architecture are called for MIMO, beamforming, and network
chine type communication (mMTC), in order to respond to these require- slicing. The latter — network slicing —
and more security and high-speed ments flexibly and with the necessary which MicroNova is also already ad-
connections using enhanced mobile scalability. The appropriate technol- dressing in its further development of
broadband (eMBB) are all playing im- ogies are available in the form of soft- COMS5 products, is discussed in more
portant roles. ware-defined networking (SDN) and detail further on.
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Network slicing enables network
operators to divide their existing radio
access network (RAN) into so-called
network slices. Such a slice is to be
seen like a virtual, independent net-
work that can be specifically adapted
to the needs of the particular customer
and made available to them. The ba-
sis for a service-oriented network can
be created by also defining services
and their quality. These include, for
example, services in the field of smart
homes or autonomous driving. As the
roll-out of 5G technology progresses,
slices can even be offered on a time
and location basis, which saves costs.

This opens up a service- or applica-
tion-oriented allocation of network re-
sources for mobile network operators
(MNOs), with a specific quality of ser-
vice (QoS) for customers and end de-

vices. With network slicing, Vodafone
expects that “ ... in the future it should
be possible for customers to pre-order
5G slices required for applications in a
self-administration portal or 'shop sys-
tem’ for a specific location and a specif-
ic period of time. This means that on de-
mand network connectivity for the next
industrial revolution can be ordered
with just a few clicks of the mouse.
And at a lower price — a far cry from
the investment that companies would
have to make to provide a defined,
high-quality network connection at
the required location by other means.”

Architecture

Conventional mobile technologies
are based on a relatively rigid radio
network that cannot be scaled for
different use cases without consider-

Service layer

Virtual mobile
operator

f |

Network function layer

3rd party

service provider

Network
operation

Network
function

f }

Infrastructure layer

Radio access Transport Core

network

network network

n 5G Architecture

able effort. While the further develop-
ment of LTE technology already en-
ables conditional scaling, for example
via narrowband 1oT (NB IoT), a great
deal of "manual” effort is still generally
required for network management —
both for engineering and in operation.

Network slicing enables MNOs to
map their network as independent,
logical, isolated end-to-end segments
on a physical infrastructure. By priori-
tizing network traffic or flexibly allo-
cating the associated resources, it is
possible to offer customers different
SLAs (service level agreements, i.e.
quality guarantees) and/or offer ex-
tensive customization. The basis for
being able to offer such a range of
services is the SDN/NFV architecture,
which is what makes the concept of a
highly flexible, dynamic, and scalable
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network slice possible in the first place
(see INNOVAtion 2-2020). The figure
on page 21 shows a 5G structure with
the different layers or network do-
mains.

Generic design of 5G network
slicing network architecture

The architecture essentially consists
of two main blocks: one for slice im-
plementation and one for slice man-
agement (slice controller). The first
block for slice implementation com-
prises three layers: a service layer, a
network function layer, and an infra-
structure layer.

Service layer

The service layer provides the direct
interface to the MNOs or virtual net-
work operators (MVNOs) that share
the underlying physical network. It
provides a unified view of service re-
quirements. Each service is formally re-
presented as an instance. The service
layer encapsulates all network proper-
ties in the form of SLA requirements
that are expected to be fully satisfied
by appropriate slice creation.

On demand

Instantiation
NSI Instantiation

Slice
Modeling

Slice Templates
Design Studio

\

Preparation

Network function layer

The network function layer is respon-
sible for creating each slice in accord-
ance with the service layer along with
instance requests. It comprises net-
work functions that represent defined
behaviors and interfaces. Several such
functions are placed and chained to-
gether through the virtual network in-
frastructure. This results in an end-to-
end managed network slice instance
(NSI) that mirrors the network proper-
ties requested by the service. Function
configuration is accomplished through
operations that enable management
of the entire life cycle.

Infrastructure layer

The infrastructure layer forms the ac-
tual physical network topology (radio
access, transport and core network) on
which each network slice is mapped. It
supplies the physical resources to host
the various network functions that
make up each slice.

Network slice controller

The network slice controller, or orches-
trator, has interfaces to all layers and
functionalities. As the central element,

Creation

Operation

E NSI Lifecycle

Termination

it takes care of the management of
each slice over its complete life cycle.
Its main tasks are end-to-end service
managementand virtual resource man-
agement.

Slice lifecycle

An NSl is always considered end-to-
end in the network, which is a key fea-
ture. An instance therefore includes all
the necessary resources and functions,
both physical (PNF - Physical Network
Functions) and virtual (VNF - Virtual
Network Functions), from the device
to the air interface (radio) and through
the backhaul and transport networks
to the core network and management
systems. Dynamic resource allocation
in particular can also incorporate sig-
nificantly more factors (e.g., traffic
forecasts) with the help of Al or machi-
ne learning mechanisms (deep learn-
ing). The life cycle of an NSl is divided
into four phases according to the 3rd
Generation Partnership Project (3GPP,
specification T7S28.530):

1.) Preparation: This is where all key
performance indicators (KPIs) relevant

Decom-
missioning
NSI Termination

Slice in
Service
Activation
Monitoring

Scale / Heal
Deactivation
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to the slice are defined. These KPIs de-
scribe the slice quality, capacity, class,
design, etc. They also define the re-
quirements for the network resources
and serve as a guide for preparing and
evaluating the network environment.

2.) Commissioning: This phase sees
the creation of a slice instance, i.e. all
required (network) resources from
core to access are allocated and config-
ured. These resources are distributed
across different domains or subnets
(core, x-haul, RAN), so the generic re-
quirements must be mapped to the
appropriate domain.

3.) Operation: The "Operation” phase
includes activation and monitoring,
KPl-based reporting, any necessary
NSI adjustments due to capacity or
topology changes, for example, and
finally deactivation (terminates only
the communication service, but not
the NSl itself).

4.) Decommissioning: Decommis-
sioning goes beyond deactivation and

AN\ AN/
L J /D C J —)

Core NSSMF

Ay

N

Mid Haul

Transport Slice Subnet 2

H Slice Orchestrator

means the complete removal of the
NSI-specific configuration along with
the release of associated resources.

The above high-level overview, ba-
sed on the open source framework
ONAP, explains the most important
functional components as specified by
3GPP. It describes the key components
of the slice manager or slice orches-
trator:

- Communication Service Manage-
ment Function (CSMF): Responsible
for translating communications ser-
vice-specific requirements into net-
work slice-specific requirements for
forwarding to the NSMF (see below).
The CSMF also has a user interface
(web portal) to allow the complete
creation and management of network
services or slices.

- Network Slice Management
Function (NSMF): Controls the man-
agement — including the life cycle —
of NSls. It infers requests sent to the
network slice subnet from the require-

Core Slice
Subnet

Back Haul

Transport Slice Subnet 3

MicroNova portfolio in
the field of SDN/NFV

MicroNova combines extensive
expertise in Al/ML, many years
of experience in automating and
optimizing processes in radio
network design, extensive cross-
technology mobile knowledge,
as well as access to a fully open
source-based ecosystem (OSNL).
This results in broad solution
expertise that benefits network
operators and our customers. In-
telligent resource allocation, auto-
mated forecasting of required
network slices and load balancing
are just a few examples.

INNOVAtion // 01-21 // 023



Telco Solutions

024 // 01-21 // InNOVAtion

ments of the network slice. In addition
to the CSMF interface, it has interfaces
to the corresponding subnet manage-
ment functions (NSSMF) for RAN,
transport and core. The NSMF also
handles the partitioning into subnet
slices and their orchestration to form
the NSSMFs (see below), which in turn
is based on the relevant slice design
templates (SD templates).

- Network Slice Subnet Manage-
ment Function (NSSMF): The NSSMF,
also known as the SDN Controller, is
responsible for managing and orches-
trating (including life cycle) NSls. This
function also establishes the relation-
ship between the single slice service
(Network Slice Selection Assistance
Information, or S-NSSAI) and the NSI.
NSSMFs are available for each slice
subnet (RAN, transport, core). These
can also be developed and integrated
by third-party vendors, allowing direct
integration of legacy networks (e.g.,
4G).

Peak data rate

- Network Function Management
Function (NFMF): This is responsible
for the application level management
of VNFs and PNFs and also provides
the “NF provisioning service”, which in
turn includes configuration manage-
ment (CM), fault management (FM)
and performance management.

Network slicing and KPIs

The table below describes the 5G
standard KPIs according to ITU-2020
of the ITU? including mapping to the
3GPP service classes. This serves as
the basis for defining a “virtual” net-
work slice that ultimately supplies the
provider or recipient of a service with
the service or network slice from the
eMBB, mMTC and URLLC classes.

The following diagram presents these
key figures in graphic form and en-
ables appropriate monitoring.

Maximum data rate to be supported

The standardization and further de-
velopment of 5G and the next-genera-
tion networks are discussed and pro-
moted in various bodies around the
world, such as 3GPP, ITU, ETSI, O-RAN
Alliance, and NGMN. Various use cases
areimplemented and tested, and exist-
ing ones are further developed and
new ones specified, in connection with
a large number of research projects.

Network slicing is the decisive key
technology of 5G for mapping the
multitude of new services in the net-
work — while at the same time making
effective and cost-efficient use of avail-
able resources. This enables more
and higher-performance data traffic
and ultimately paves the way to the
service-oriented network or NSaaS
(network slicing as a service) — for an
even more revenue-generating mobile
portfolio. The essential prerequisite
for network slicing is a fully integrated,
automated SDN architecture. Open
source solutions and platforms, such

20 Gbps eMBB

User experienced data rate (perceived

Data rate that should be available for the user

100 Mbps eMBB

data rate) experience 95% of the time.
4 MBB
Latency End-to-end packet delay ms €
1ms URLLC
. . eMBB
Mobility Maximum speed for hand-off and QoS 500 km/h URLLC

Connection Density

Total number of devices per area unit

10-6 / km? mMTC

Energy Efficiency

Energy consumption of data transmitted / received

per unit (device or network)

eMBB

Area Traffic Capacity

Total traffic in service area

10 Mbps/m? | eMBB

Peak Downlink Spectrum Efficiency

Throughput per unit, radio bandwidth and network

cell

30 bps/Hz eMBB

n KPI definition according to ITU-2020 with mapping to 3GPP service classes

2 International Mobile Telecommunications-2020 from International Telecommunication Union




Enhanced Mobile
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e g Ultra-reliable and low
Massive Machine latency Communications

Type Communications

Network Slicing KPIs
at a glance

The Open Network Automation Platform provides a comprehensive founda-
tion for orchestrating, managing and automating network and edge computing
services for MNOs, cloud providers, and businesses using related services. Real-
time, policy-driven orchestration and automation of physical, virtual, and cloud-
native network functions enable rapid automation of new services, as well as full
lifecycle management critical to 5G and next-generation networks.

ONAP has been operating since 2017, as a result of the merger of the Open-
ECOMP (AT&T) and Open-Orchestrator (Open-O; Linux Foundation with China
Mobile, Huawei and ZTE) projects. The Linux Foundation specifies different use
cases, so-called blueprints, such as E2E network slicing or SON. ONAP’s mem-
bers include not only these founders, but also other telco companies, network
equipment suppliers, and hardware and software manufacturers.

It has become the most important platform for network automation and or-
chestration thanks to its members’ strong commitment. Ten million lines of code
testify to a distinctly high level of complexity, yet the modular structure based
on a micro service architecture and runtimes in Docker containers facilitates easy
functional extensions.

as ONAP, are also playing an increas-
ingly important role here for network
operators. In addition, Al/ML-based
approaches are becoming increasing-
ly important for telecommunications
providers (see article on page 30).

The many years of experience in the
area of automating network setup and
network operation processes for two
of the three German mobile network
operators through COM5.Mobile, the
continuous development/expansion of
expertise in the area of Al/ML, as well as
access to a completely open source-
based ecosystem (OSNL) through its
collaboration with 5G BERLIN e. V.,
all enable MicroNova to incorporate
the benefits associated with network
slicing technology into its complete
portfolio of telco solutions.

The portfolio ranges from the auto-
mation of radio network-specific use
cases such as site integration to network
optimization using its COM5.Mobile
products. Similarly, the COM5.SDN
Mediator can be used to integrate an
existing network into a leading-edge
SDN architecture. Furthermore, this
subject also includes the integra-
tion and management of the specific
network and service design or slice
templates in the form of policies all
the way through to the integration of
functional components in the form of
micro services.
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Not all operators have the same net-
work coverage today, especially away
from main traffic routes. This creates
what are known as grey spots — areas
where not all providers can offer their
customers mobile network access via
4G. It is often an economic challenge
for mobile network operators (MNOs)
to build their own infrastructure in
these less frequented areas and oper-
ate it using their own network technol-
ogy. Grey spot sharing, i.e,, the use of
a partner’s active infrastructure in its
own network gaps — is now intended
to remedy the situation. This will be
possible thanks to a new technological

approach in the networks. The MNOs
will thus offer all customers 4G access
on the 800 MHz frequency band.

Operators launched a number of
initiatives for better network cover-
age in the past. To this end, Telekom,
Vodafone and Telefénica concluded
an agreement in principle to open
up previously completely unserved
areas, so-called "white spots,” for al-
most 6,000 new sites in fall 2019. Each
MNO was to build a share of the pas-
sive network infrastructure and grant
the other parties the right to use it. In
contrast to the new initiative, only the

structural infrastructure such as radio
masts and power supply was shared;
the transmission technology and an-
tennas were provided independently
by each operator.

No separate wireless

technology

Unlike previous collaborations such
as site sharing or operator agreements
to close white spots, grey spot sharing
does not require the installation of
separate radio technology or addition-
al antennas. All three telecommuni-
cations companies will open up their




mobile communications networks to
competitors only in those areas of
Germany where their own networks
do not offer reception.

It was to be expected that the Feder-
al Network Agency and the Federal
Competition Authority would have a
say in the matter. The MNOs therefore
involved the regulatory authorities
from the outset; it had already been
indicated in other contexts that great-
er cooperation between competitors
was entirely desirable in the interests
of better coverage. As a general prin-
ciple, the Federal Competition Author-

ity welcomes cooperative ventures to
improve network coverage as long as
they do not suppress competition.

The technical basis for grey spot
sharing is the “"MOCN feature” (multi-
ple operator core network) for RAN
sharing. This means that a radio ac-
cess network (RAN) is connected to
multiple core networks. The active
radio technology of the operator best
positioned in the area in question
is used. The configuration manage-
ment system — i.e. COM5.Mobile from
MicroNova — must read in and match
the cell configuration of the mobile
network providers involved. So if, for
example, Telekom wishes to share its
network with Vodafone, the cells con-
cerned must be treated by Vodafone
as its own cells.

COM5.Mobile thus has the task of
accessing external configuration data
from Telekom and integrating this
information transparently into Voda-
fone’s database. This is not a one-
off process, but a permanent one, as
changes have to be incorporated on
an ongoing basis. As a result — in this
example — the external cells are consid-
ered to be Vodafone's own and are
taken into account in neighbor and
frequency management.

End-user benefit =
MNO benefit

What do users notice about this on
their smartphones? A mobile sta-
tion approved for grey spot sharing
identifies itself to the devices using
the IDs of the network operators in-
volved, thereby allowing phones,
smart-watches, etc. to easily log into
the network in question. The benefit
for customers is obvious: they notice
practically nothing when they are

switched to the mobile network with
the best availability. They appear to
operate on their contractual partner's
network regardless of which company
actually operates the mobile station in
question. The MNOs naturally benefit
in terms of customer satisfaction and
hence also customer loyalty.

Grey spot sharing is exclusively
about 4G LTE connectivity; the new and
significantly faster 5G mobile network
will continue to be built and operated
separately. According to the latest
Broadband Monitor, all network ope-
rators together — Telekom, Vodafone,
and Telefénica O2 - currently cover
96.5 percent of Germany with 4G. The
benefits of the cooperation are obvi-
ous - first and foremost the low costs
— as they can be realized without the
installation of new antennas or new
technology.

5G - Single-handed

Network providers are each roll-
ing out their faster 5G network
on their own. On average, Tele-
kom and Vodafone 5G users can
achieve data rates of between 460
and 500 Mbit/s, provided the 5G
smartphone used supports the
frequency range around 3.6 GHz
and the faster 5G version has
been deployed. However, the N78
band with that 3.6 GHz has only a
short range and is therefore rare-
ly found, even in cities with 5G
coverage. Grey spot sharing will
therefore continue to be an im-
portant element of coverage for
the general population, especially
for rural areas, due to the limi-
ted 5G range. Here, as with other
mobile issues, MicroNova pro-
vides comprehensive support for
MNOs with its COM5.Mobile and
COMB5.SDN products.
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Interview with:
Alexander Seitz
(Telefénica Germany)

Alexander Seitz (Dipl.-Ing.) is Head of Access Network Design,

Performance and Optimization at Telefonica Germany GmbH &

Co OHG in Munich.

In this interview he talks about network

optimizations with a view to COM5.Mobile, which resulted,

among other things, in the top grade "very good" in the

major annual mobile network quality test done by Connect,

a renowned German specialist journal

TEXT: Editorial staff PICTURE: © Have a nice day Photo / Shutterstock.com

InNOVAtion: Mr. Seitz, how was
Telefénica Germany able to improve
the ongoing optimization process of
the Radio Access Network with COMS.
Mobile Optimizer?

Alexander Seitz (AS): The simplifi-
cations that came with COM5.Mobile
Optimizer allow us to work very closely
to the live network. This means that at
any time we can reliably determine the
parameter values in our network. In
particular, we can also ensure that any
changes are applied to the network
promptly and remain there exactly as
we have configured them. Above all,
this has significantly improved the
time-to-market.

InNOVAtion: How exactly has the
Parameter Designer module in COMS.
Mobile Optimizer improved the time-
to-market?

AS: This is evident in two aspects:
For one, we were able to improve the
processes thanks to the proximity of
COMS5.Mobile Optimizer to the live
network to such an extent that we now
have a very prompt activation of site-
specific optimizations. More impor-
tantly, however, we also have to adapt
network-wide specifications promptly
ourselves and now we no longer need
to develop the software to do this.
We are therefore able to test new
design specifications first in a small
region and then activate them direct-
ly throughout the network in a short
time, without having to wait for new
releases of COM5.Mobile. This also
eliminates the need to package
changes; we get feedback on
changes immediately that
can be clearly attribu-
ted to a de-

sign change. We are in a full CI/CD
process here in network design.

InNOVAtion: What are you expect-
ing from the Fastlane and ZeroTouch
features of COM5.Mobile Optimizer?

AS: Above all, the process of site-
specific optimizations will improve.
For some optimization cases, we cur-




rently still use the NMS solutions
from the system technology vendors
to directly see the customer impact,
and we then maintain the optimal
value in COM5.Mobile. Of course this
process is time-consuming and be-
comes unnecessary with FastLane and
ZeroTouch. The process is further sim-
plified and we reduce possible errors
with the universal use of COM5.Mo-
bile. Moreover, this allows us to re-
lieve the burden on our network op-
erations, so that our team can respond
to other time-critical matters more
quickly and with more flexibility.

InNOVAtion: How does COM5.Mo-
bile Integrator support you in the roll-
out process and what are your expec-
tations of COM5.Mobile Integrator's
Parameter Designer?

AS: By introducing COM5.Mobile In-
tegrator, we have already taken a big
step towards being able to create in-
tegration files on demand and shortly
before integration. This has eliminated
many potential sources of error. With
the Parameter Designer, we will be
able to design the process chain for
changes completely independently of
therelease cycle, just like in COM5.Mo-
bile Optimizer. In this way, we can
drastically reduce the risk of errors as
well as further reduce our time-to-
market, especially for the introduction
of new hardware components.

InNOVAtion: How can COM5.Mo-
bile support you as you move toward
SDN/NFV and where do you see the
advantages of a fully automated so-
lution for future topics like SDN/NFV?

AS: In recent years the COM5.Mo-
bile software architecture has evolved
from a specialized approach with dedi-
cated use cases to a flexible platform.
We are now at a stage where we can
automate this platform. In this way, we
are also creating the foundations to
allow us to carry out network services
and configurations on demand and
fully automatically. In the future, we
will see a further decoupling of hard-
ware and software, not just in Open-
RAN. As advantageous as this decoup-
ling is, it is also important to ensure
holistic service provisioning here. The
flexibilization and modularization of
COM.5 Mobile is going in exactly the
right direction.

InNOVAtion: Mr. Seitz, thank you
very much for your time.

. 4
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Deutschland

,By introducing COM5.
Mobile Integrator, we
have already taken a big
step towards being able
to create integration files
on-demand and shortly
before integration.”

— Alexander Seitz,
Telefénica Germany GmbH &
Co. OHG
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The large-scale roll-out of the 5G
network is not only bringing many
benefits, but a few challenges too.
For example, not all new services can
be implemented with the technolo-
gies currently in use. MicroNova there-
fore relies on Al-based methods to
analyze the network data managed via
COM5.Mobile and implements corre-
sponding functions in the new COM5.
SDN product generation.

Limits of the current network

The radio network is becoming ever
more complex due to the constantly
increasing number of devices request-
ing access to it. In the future it will not
just be smartphones accessing sites,
but also various vehicles, machines,
and so on. In addition, it will become
increasingly important for future ser-
vices to be executed in real time. For
example, cars will have to be able to
send and receive real-time informa-
tion. Otherwise, the time lag will be
too great to react appropriately to
changing circumstances.




In addition, the quantity of data that
needs to be processed is growing, not
only because of the numerous de-
vices that access the network, but also
because the data being transmitted is
becoming more and more complex,
such as video streams. In order to be
able to ensure a fast and agile network
in the future, the use of Al is essential
— because artificial intelligence opens
up possibilities to overcome the afore-
mentioned limitations.

Advantages of using Al

The use of Al in the telecommuni-
cations industry brings far-reaching
benefits. The two key application areas
for mobile network operators are Ser-
vice Assurance, and optimization of
their existing networks.

Service Assurance

The essential task of a network op-
erator is to ensure a stable mobile net-
work. If the network is not permanent-
ly available with sufficient bandwidth,
customers will gradually switch to bet-
ter performing competitors. To avoid
this, every network operator must en-
sure its services are performing con-
sistently. This is primarily achieved by
predicting the upcoming data volume
as reliably as possible and by detecting
cyber attacks at an early stage.

Prediction

The biggest advantage of using Al with-
in the Radio Access Network (RAN) is
the ability to predict future data vol-
umes. This involves incorporating data
generated both inside and outside the
RAN. This means, for example, weath-
er forecasts or the match schedule
of the national football league can be
included in network planning. What is
designed is not just a forecast of the
expected utilization, but also the ap-

propriate positioning and dimension-
ing of antennas and nodes. The more
precise planning, now also based on
external data, results in better resource
allocation and utilization in order to
offer all users the best possible Quality
of Experience (QoE).

Furthermore, on demand services
and ultra-reliable low-latency commu-
nication (URLLC) can only be offered
with the help of Al. These require both
low latency and a very low error rate.
To ensure this, faults must not occur in
the first place — and must be detected
in advance with the help of Al. To do
this, conspicuous patterns before an
imminent failure are identified and
compensated for by a rapid redistri-
bution of resources. But this requires a
network that will be much more flex-
ible in the future. This approach means
that potential faults do not affect the
end user, and all services are available
without interruption.

Security

Another important aspect of Ser-
vice Assurance is the early detection
of cyber attacks. The introduction of
new services also requires adapting
the existing network architecture.
Software Defined Networking (SDN)
is primarily used here, whereby hard-
ware and software are decoupled from
each other. As already mentioned
in the previous issue of INNOVAtion
(02-2020), the core element of this
structure is the orchestrator. Thanks
to its central position, it has a compre-
hensive overall picture of the complete
RAN, so that it immediately detects
anomalies through the use of Al. Con-
sequently, both the prediction and the
innovative architecture itself contrib-
ute to the resilience of the entire mo-
bile network by enabling the early de-
tection of irregularities.

Al agent
y
B
® @ ©—0 LA
State Policy Action

Network Analytical platform

!

SDN Controller

State

suondy

Possible application of Al in a Software
Defined Network (SDN).
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Optimization

Next to Service Assurance, optimiza-
tion of the existing network is the most
fruitful approach. Network operators
can achieve this in various ways. Al
also plays an important role here.

Automation

Automation within the mobile net-
work plays a central role. Over time,
more and more routine interventions
will be carried out by machines. Al will
understand more contexts on its own
and make decisions itself on this basis.
This means that in the future, networks
will increasingly find solutions to com-
plex problems on their own, gradually
optimize themselves, and find ap-
proaches that experts have so far not
considered. The result will be their re-
acting more and more quickly and ef-
ficiently to unknown situations, saving
a lot of working time and reducing the
risk of errors in manual optimizations
— in summary, the ultimate result will
be lower costs and a better network.

Time-to-market

Within the network, however, it is not
only the ongoing processes that are
optimized: The integration of Al will
also significantly simplify and acceler-
ate network roll-outs. Thanks to SDN,
network operators no longer have to
replace the hardware at considerable

Classification
illustration

cost in every implementation phase —
a simple software update is sufficient.
This significantly shortens the time
until new services and network confi-
gurations are available and therefore
increases revenue.

Al integration

The topic of Al is a broad field. In
the telecommunications industry, it
is primarily the sub-discipline of ma-
chine learning (ML) that is used, in
which the system learns to recognize
patterns and to assign unknown data
on the basis of such patterns. The myri-
ad parameters within a radio network
provide an ideal basis for training ML
models. It is important to choose the
right model. Due to the complexity of
both the data involved and the mod-
els, this can be quite a challenge. All
forms of ML are used in the telecom-
munications industry:

» Supervised learning

» Unsupervised learning

» Semi-supervised learning
» Reinforcement learning

All of these learning methods require
prior training so that systems can later
make decisions in the desired way. In
some cases training data is required,

Underfitting Just right

E Principle of underfitting and overfitting

on the basis of which the model learns.
Test data is also required, in order to
check how good the decision-making
ability of the model already is.

However, if too little information is
available, the model cannot learn the
correlations sufficiently well and the
hit rate for correct decisions is too low
(underfitting). On the other hand, if the
model is provided with too much data
the opposite occurs, known as overfit-
ting. In this case the model gradually
learns the properties of the datasets
by heart, and only recognizes in a use-
ful way information that is already fa-
miliar, while it struggles to classify new
data appropriately.

To avoid this, both training and test
data should be available and initially
be unknown to the model. Using this
data, measurements are taken at regu-
lar intervals to see how often the
model makes correct decisions and
whether further training is necessary.
The requirements in this regard can be
quite different.

Supervised learning

In supervised learning, the model
learns on the basis of ‘labeled’ data:
Before training begins, the data is
labeled manually with the correct re-
sult. The decision made by the model

Overfitting




Supervised
Learning

Classification

» Service requirements
» Operational data
» Data traffic

Example:
> Support Vector Maschine
> Neural Networks

Prediction

» Data volume (esp. traffic peaks)

» Untypical usage behaviour (Fraud
prevention)

» Quality of experience

» Customer satisfaction

» Connection errors

Example:
> Predictive Maintenance

after processing the respective input
is compared with this label. If the as-
signments do not match, a step-by-
step adjustment is made. In this way,
the model continuously improves and,
after training, correctly recognizes a
large number of unknown datasets.

A classic use case for supervised
learning in the telecommunications
industry is the classification of ser-
vice requests, operational data, or
data traffic. Frequently used methods
include, for example, Support Vector
Machines, Artificial Neural Networks,
or Deep Neural Networks. Such neural

Unsupervised
Learning

Clustering of data

» Nodes
» Users

» Devices
» User data

Example:
> k-Means Clustering
> Principal Component Analysis

Customer profiling

Anomaly detection

» Traffic analysis
» Network monitoring
» Security

networks are used to realize various
machine learning methods, including
supervised learning. The structure of
neural networks is, as the name sug-
gests, based on the neuronal struc-
ture of the human brain. The differ-
ent layers consist of several nodes,
each of which is linked to nodes from
the previous and subsequent layers.

Only the input and output lay-
ers are visible from the outside. The
multi-level decisions are made in the
intermediate, hidden layers. Here, the
connections between the individual
neurons are assigned random weights

Reinforcement
Learning

Reconfiguration of
network parameters

Decision making for
dynamic resource control

at the beginning. These are optimized
through training by means of backpro-
pagation — a form of error feedback
following the delta rule. In this way,
the neural network learns and makes
the desired decisions in the end.

Another important field of appli-
cation for supervised learning is the
prediction mentioned above. This in-
volves predicting expected data vol-
umes, as well as traffic peaks or atypi-
cal usage behavior, for example to
prevent telephone fraud. The correct
prediction of possible connection er-
rors can be used for predictive main-
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tenance, so that potential sources of
error can be eliminated before they
occur. In addition, prediction enables
forecasts about user behavior, quality
of experience, and customer satisfac-
tion —and continuous improvement of

services as a result.

Unsupervised learning

In contrast to supervised learning,
unsupervised learning does not use
data that has already been labeled for
training. The model does not at any
time know whether the final decision
is right or wrong. It relies exclusively
on independently recognized patterns
and correlations that occur between
the training data, and makes its deci-
sions on this basis. This type of ma-
chine learning can be particularly help-
fulif it is not possible to label the data,
for example for resource reasons. Parti-
cularly with large amounts of data, pri-
or assignment is very time-consum-

reward

R

ing, which is why it is often skipped.

Two important mathematical models
that are used in unsupervised learning
are the k-means algorithm and princip-
al component analysis. Both methods
focus on the classification of data into
several groups based on their mean
deviation. The methods are used in
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t+1

Environment

t+1

Principle of reinforce-
ment learning

clustering nodes, end users, and de-
vices, as well as various types of user
data. They are also helpful in creating
customer profiles and recognizing ir-
regular behavior. The latter promotes
security and supports network moni-
toring.

Semi-supervised learning

To avoid the laborious labeling work,
often only a small part of the data is
categorized. This results in a hybrid
form of supervised and unsupervised
learning, referred to as semi-super-
vised learning. After an initial very ef-
fective but also cost-intensive training
with the labeled datasets, the model is
then further developed with the un-
labeled data.

This approach results in a good mix
of initial effort and return. Both traffic
classification and anomaly detection
are important application areas. The
latter is achieved primarily through the
analysis of data traffic and compre-
hensive network monitoring.

Reinforcement learning

In contrast to the previous models,
reinforcement learning does not use
data generated in advance. An agent

action
A

t

is placed in an environment prede-
fined by a Markov decision process
and performs actions independent-
ly. The goal is to induce the agent to
perform an optimal combination of
actions by means of a reward strategy
based on maximizing the expected re-
turn. By continuously interpreting the
autonomous movements, the agent is
constantly exposed to new states and
receives positive or negative rewards.
In this way it learns which actions in-
crease its reward function and per-
forms them more frequently in order
to reach the goal.

What is special about reinforcement
learning is that the model learns with-
out concrete instructions and often
finds creative ways to solve problems
on its own. This type of ML is used in
the telecommunications environment
primarily for reconfiguring network
parameters and for formulating dy-
namic policies for resource manage-
ment. In both cases, the environment
plays a major role. For example, the
configuration depends not only on
the cell neighborhoods; consideration
must also be given to the surrounding
buildings and vegetation.




Conclusion

The use of Al is essential for future
innovations in the mobile commu-
nications environment. Many of the
planned functions of the 5G network,
for example, cannot be realized with-
out prediction and agility, and there-
fore the integration of Al. Network
operators will have to get to grips
with the various strategies in the field
of machine learning in the near future;
MicroNova can provide comprehen-
sive support here. Because a successful
combination of algorithms and train-
ing data creates the basis for a high-
revenue and high-profit future.

Telco Solutions
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ManageEngine
expands its portfolio

Network monitoring for IT service providers and

protecting Microsoft 365 environments: These are the

two key aspects of the new ManageEngine solutions.

TEXT: Editorial staff PICTURES: © DKosig / iStockPhoto.com; © ManageEngine

Network monitoring
for Managed Service
Providers (MSP)

ManageEngine has developed "Op-
Manager MSP", a solution for network,
server and virtualization monitoring
that has been designed specifically for
the requirements of IT service provid-
ers. Managed Service Providers can
use this new solution to easily and
cost-effectively monitor the perfor-
mance, health, and availability of cus-
tomer networks they manage, all from
a central console.

Like all of ManageEngine's MSP so-
lutions, OpManager MSP features a
multi-tenant architecture that allows
MSPs to organize and manage the
network activities of several customers
in parallel. This allows IT service pro-
viders to remotely analyze problems
at any location and update network
configurations as required without
needing a local administrator.

Custom dashboards provide a quick
overview of a specific network. They
quickly and clearly summarize key
information such as performance,
bandwidth consumption, and recent
changes to device configurations.

Protection and security

for Microsoft 365

The new security solution “M365 Se-
curity Plus” enables enterprises to se-
cure their Microsoft 365 environment
(formerly Office 365). ManageEngine
has developed extensive auditing and
monitoring functions for this pur-
pose, which offer additional protection
against unauthorized access and cyber
attacks.

IT administrators can use the solu-
tion to immediately detect critical
changes and activities related to Ex-
change Online, Teams or other Micro-
soft 365 components through real-
time alerts. M365 Security Plus also

monitors the status and performance
of the entire Microsoft 365 environ-
ment.

A content-based search helps with
early detection of phishing attacks.
In addition, M365 Security Plus offers
further functions that aid the detection
of spam and malware, as well as the
delegation of simple tasks to non-ad-
ministrators.
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OpManager MSP Dashboard: Custom dashboards show IT service providers all key information
about a specific network at a glance. This makes it possible to quickly find out what is causing
problems — and take remedial action before end users notice anything.

M365 Manager Plus )

Dashboard Reports
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M365 Security Plus Dashboard: Here, IT administrators can find all important information about
Microsoft 365 licenses, users, mailbox traffic, etc.

Free trial version

S

Further information on the products presented here and the free 30-day trial
versions are available from the following links:

» OpManager MSP: https://www.manageengine.de/opmanagermsp
» M365 Security Plus: https://www.manageengine.de/m365securityplus
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Enterprise Mobility
Management for Bay Logistik

content delivery

TEXT: Editorial staff PICTURE: © Bay Logistik

Bay Logistik GmbH + Co.

KG:

» Sector: Logistics

» Employees: approx. 220
» Head office: Waiblingen

»  Established: 1945

Bay Logistik GmbH + Co. KG is a
family-owned services company spe-
cializing in the transport and storage
of liquid and granulated chemicals.
Established in 1945, the company fo-
cuses on transparency and quality
throughout the entire supply chain.
Bay Logistik's perfectly synchronized
transport services, which are created
in close cooperation with the respec-
tive client, allow customers to reduce
the cost-intensive provisioning of raw
materials to a minimum or outsource

it completely.

High expenditure of time
and lacking overview

In order to ensure that the ship-
ments throughout Europe can always
be handled reliably and flexibly, the
company attaches great importance
to providing the best possible support
to its drivers and the on-board techni-
cal equipment. Each of its 150 trucks
is equipped with a tablet that contains
all the important information — from
dispatch orders, loading information
and messages to/from the dispatcher,
to fuel reports, tire pressure data, mile-
age and positions, through to all other
data needed to ensure seamless ope-
rations.

Bay Logistik's IT department re-
lied on several stand-alone solutions
to manage these endpoints. To keep
the apps up to date, they had to be
updated individually and sometimes

multiple times. Compatibility checks
for operating systems and applica-
tions were also very time-consuming
in the previous tools, especially for
enterprise apps. Since the apps also
had different license periods, IT man-
ager Simone Hofmeister had to spend
a great deal of time keeping track of
everything.

Time-consuming endpoint manage-
ment and the lack of an overview of li-
censes prompted the company to look
for a new Enterprise Mobility Man-
agement solution. "We wanted to be
able to manage all mobile endpoints
quickly and easily in one portal solu-
tion and at a glance,” explains Simone
Hofmeister. After extensive research,
the IT department tested Mobile De-
vice Manager Plus from ManageEn-
gine — and was already convinced dur-
ing the 30-day free trial period that
they had found the right solution.

038 // 01-29// " InNOVAtion




ManageEngine's Mobile
Device Manager Plus

"With Mobile Device Manager Plus,
we can keep all devices up to date.
Moreover, profile management pre-
vents settings accidentally being made
in the apps or apps being deleted,”
says the IT manager. To give drivers a
clearly structured overview of the apps
they need to do their job, Bay Logis-
tik uses the ManageEngine solution’s
"kiosk mode": this reliably prevents
unintentional system changes that
could lead to an app or tablet failure.

The testing of the enterprise apps
has also become easier for the IT de-
partment: The applications can be
beta-tested and then rolled out to the
respective groups or endpoints.

Another advantage is the possibility
of providing documents centrally on
the tablets. This allows the dispatch
department and the in-house work-
shop to send important information
such as damage reports, customer
receipts or approvals to one or more
drivers at the same time. In this way,
the documents are exactly where they
should be: with the driver and there-
fore also directly with the customer.
"The straightforward dispatch of do-
cuments helps us to present our di-
gitalization progress and our quality
thinking ‘as an aside’ directly to our
customers,” Simone Hofmeister is
pleased to say.

The containerization used for con-
tent management has also significant-
ly simplified smartphone manage-
ment: new devices can now be easily
integrated as BYOD so that they can
also be used for employees’ personal
purposes. If a phone is lost or an em-
ployee leaves, the IT department can
quickly and easily delete all company
data and documents using the “Cor-
porate Wipe" feature in the Mobile
Device Manager Plus console.

Less workload, lower costs

Besides added security, this built-in
remote access has another advantage:
Bay Logistik was able to stop using
another stand-alone solution and fur-
ther reduce IT costs. “In addition to the
noticeable reduction in workload, with
Mobile Device Manager Plus our IT
team has less administrative workload
and an intuitive all-in-one solution for
our devices,” explains the IT manager.

Secure digitalization for
seamless shipments

Mobile Device Manager Plus has re-
duced the workload of Bay Logistik's IT
department within a very short space
of time. "The solution contains a varie-
ty of features that we will try out over
time and implement as appropriate.
We have already achieved our first
goal — the secure digitalization and
equipping of the fleet with the 150
tablets,” says Simone Hofmeister with
satisfaction.

\Bay

LOGISTIK

.In addition to the notice-
able reduction in work-
load, with Mobile Device
Manager Plus our IT team
has less administrative
workload and an intuitive
all-in-one solution for our
devices.

— Simone Hofmeister,

IT Manager,
Bay Logistik GmbH & Co. KG

Customer benefits:

» Save time on routine tasks

» Intuitive and user-friendly

» One central tool for the most
diverse requirements

» Excellent price-to-perfor-
mance ratio

»  More resources for more
important issues

IT-Management
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IT-Security — sysbus.eu

talks with MicroNova

Dr. Gotz Guttich, Editor-in-Chief of the IT information platform

sysbus.eu, spoke with Julia Reuter from MicroNova about IT

security and data loss prevention — here is the interview.

TEXT: sysbus.eu PICTURE: © matejmo / iStockPhoto.com

About sysbus.eu

www.sysbus.eu is a German-lan-
guage information portal aimed
primarily at IT specialists and
decision-makers. Sysbus, estab-
lished in 2008, regularly pro-
vides its audience with news,
technical background informa-
tion, tests and expert commen-

tary.
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sysbus: With the rise in home of-
fice solutions due to the coronavirus
pandemic, there is also more talk
about the associated security prob-
lems. What is your position on this?

Julia Reuter (JR): It is a valid worry
that the number and intensity of at-
tacks will become even more intense
given the work from home situation.
Simultaneously, the risk that em-
ployees are or become careless also
increases. We are therefore continuing

to focus on the issue of data loss pre-
vention, which we believe has become
much more important in the wake of
the coronavirus pandemic. Think cloud
protection, instant messaging and web
uploads and network shares. This also
applies to the application level relating
to Microsoft 365 services and especial-
ly Microsoft Teams, which is now so
ubiquitous. It is frightening that there
is so much talk about data protection
in the sense of the GDPR, but so little
about how users handle data.




sysbus: DLP solutions are mainly of

interest to enterprise level companies,
aren't they?

JR: In fact, small and medium-sized
enterprises are often affected by data
loss. A study* from BITKOM, Germa-
ny’'s leading IT association, revealed
that indeed 75 percent of companies
were victims of data theft, industrial
espionage or sabotage in 2018 and
2019. And it was most frequently com-
panies with ten to 99 employees that

* www.bitkom.org/sites/default/files/2020-02/200211_bitkom_studie_wirtschaftsschutz_2020_final.pdf

were affected. The data is from the pe-
riod before the coronavirus, but with
more and more people working from
home it is likely the situation has be-
come worse. In the past, cost was of-
ten an obstacle for SMEs but this is no
longer an exclusion criterion — neither
in terms of licensing nor running costs,
because modern DLP solutions, such
as that from Safetica, are no longer so
complex.

sysbus: What do you think will hap-
pen in the security sector during this
year?

JR: Even if companies are able to
return to some normality during the
year, | think that working from home
will become more of a permanent
phenomenon than before the pan-
demic. It has become part of the 'new
normal’. We very much hope that in
particular SMEs with no dedicated IT
security team will continue to raise
awareness among their employees
accordingly. It is a truism that individ-
uals in companies remain the primary
gateway inside. A good data loss pre-
vention solution can go a long way of
course, but the appropriate awareness
is simply irreplaceable. It's like a car:
just because we have airbags, ESP, etc.,
doesn’t mean we can drive around
with our eyes closed.

sysbus: What developments can be
expected in your company in this con-
text?

JR: In any event, we can already see
that inquiries about our data loss pre-
vention services are on the rise. Many
companies have recognized the need
to take action in this regard. We have
trained our team to be able to respond
to inquiries in connection with home
working, coronavirus and so on. In ad-
dition, MicroNova is also setting up

IT-Management

a partner program for Safetica's DLP
products in 2021. Taking the role of
distributor, we would like to attract
some strong resellers for partnerships.
It is particularly important to us that
partners are both IT security-savvy and
familiar with the needs of small and
medium-sized enterprises.

.In the past, cost was
often an obstacle for
SMEs but this is no longer
an exclusion criterion —
neither in terms of licens-
(ng nor running costs,
because modern DLP so-
lutions, such as that from
Safetica, are no longer so
complex.”

— Julia Reuter,
Business Developer

Enterprise Management,

MicroNova AG
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Three Tips for Successtul
Project Management

Project management is as important as it is unique.

Our team has developed some tips based on three concrete

scenarios — which can easily be implemented with monday.com.

TEXT: Julia Reuter PICTURES: © GaudilLab / Shutterstock.com; © monday.com

Scenario 1: Preparing

visualizations for meetings

automatically
Whether it's weekly meetings with The goal: To create clear, informa-
line managers, the monthly jour fixe tive, and intuitive project dashboards
with the Board, or the quarterly re- with just a few clicks — to centralize
view with external stakeholders — be- data and information.
fore such meetings, project managers
usually spend a lot of time preparing The solution: Tool-based auto-
PowerPoint slides to be presented, mation! With 15 different dashboard
or finding and preparing the relevant widgets, monday.com offers extensive
facts and figures. templates that make it easy to track a
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project progress, manage budgets,
check team capacities, and monitor
sales targets. Charts, timelines, or a
master Gantt chart: With just a few
clicks, users can create visually ap-
pealing dashboards to present the
latest status report in the next meet-
ing, directly from the tool. Hours of
creating slides are replaced by an il-
lustrative, automatically created visu-
alization that can also be easily shared
with team members and superiors.

Scenario 2: Bringing order
to the tool landscape

Every project manager knows the
problem: Their teams use different
software solutions, especially when
cooperation is between departments.
Team A handles the project via lJira,
team B via an Excel list, and the smal-
ler sub-project is handled via OneNote
and emails. Any connection is almost
impossible. Ultimately what is required
is ONE central place where all informa-
tion is collected.

The goal: Efficient ways of working
and a good overview across multiple
teams even with different tools.
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The solution: A cloud-based plat-
form in particular, with integration
options and room for "more” can
help with this challenge. Again, mon-
day.com offers numerous options for
centrally pooling information from
different tools: With 40 existing inte-
grations, it is possible to connect Out-
look, MS Teams, Dropbox, Jira, GitHub,
GitLab, and many other tools to mon-
day.com. Project managers can even
automate the sending of emails from
monday.com or synchronize informa-
tion from Dropbox or Jira — all without
having to create any program code
themselves!

As for the "more”, monday.com of-
fers an open interface based on the
GraphQL structure. Using this API,
project managers can import external
data into their monday.com account
or trigger actions directly in the tool in
response to a change in external soft-
ware or services.

", > nﬁ Outloo
Every time period. i status is

something, send an email 0
someone

Zum Board hinzufuigen
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Scenario 3: Increasing
effectiveness and efficiency

Effectiveness focuses on the desired
result or goal. Efficiency, on the other
hand, means keeping the effort as low
as possible in order to achieve the
desired goal cost-effectively. The two

ible — all the more reason to increase
both.

Goal: To harmonize effectiveness
and efficiency through professional
project management —and to increase
productivity, motivate employees, and
facilitate good time management as a

ideals are not automatically compat- result.
Q3 - Project Alpha
Phase A
Q3 - Project Alpha | High-level requirements
® Phase A — Success criteria
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Different view options allow
a quick project overview
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Solution: The right tools can quanti-
fiably increase both effectiveness
and efficiency. The key element is op-
timized workflows. Professional proj-
ect management via a cloud-based
platform such as monday.com offers
one transparent option in this regard,
through which companies can illus-
trate work processes or projects indi-
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vidually and intuitively in order to
maintain an overview at all times. Soft-
ware automation reduces to a mini-
mum the effort needed to maintain
work processes and data.

Examples: Project managers can in-
clude dependencies in project steps
so that deadlines are automatically
shifted whenever any changes are
made. Information on the project
status or the achievement of a mile-
stone can also be updated automa-
tically and at regular intervals. Impor-
tant: A solution should support the
import and automated use of external
data, including real-time synchroniza-
tion.

If manual effort is reduced in this way
and no time is wasted on unneces-
sary data searches, time management
is improved considerably. This re-
lieves project managers’ workload,
who can then use this breathing space
for communication with their staff —
which is key to satisfied team mem-
bers, especially in the current era of
working from home.
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With monday.com, teams can im-
prove internal workflows, maintain the
focus on time management, and work
more efficiently as a result. All infor-
mation relevant to the respective proj-
ect is displayed in a way that is easy to
find. The cloud-based project and time
management tool is extremely versa-
tile — it can even be used to track time
worked and for Customer Relationship
Management (CRM). For further infor-

mation please see: https://tinyurl.com/
MicroNova-WorkOS.
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MicroNova in Vierkirchen is already certified in accordance

— e s

with the IT securi’ty standard of the automotive industry —

.f'urtﬁer Iotafions are set td follow in 2021.

i, | 3 L

046 // 01-21 // InNOVAtion

Information security is a very impor-
tant aspect in the customer relation-
ship between automotive manufac-
turersandtheirvendors. Forthisreason,
companies like MicroNova intend-
ing to work with OEMs and their ven-
dors, both currently and in the future,
must now be able to demonstrate a
valid TISAX certification.

TISAX (Trusted Information Security
Assessment Exchange) is an informa-
tion security system defined by the
automotive industry in 2017. A catalog
covering industry-relevant IT security

requirements was created in colla-
boration with a working group of the
German Association of the Automotive
Industry (VDA). It includes topics such
as prototype protection, order pro-
cessing, and relationships to external
companies. It is called the "VDA In-
formation Security Assessment” (VDA
ISA) and forms the basis for preparing
for TISAX certification. Although still
relatively new, the standard is already
an integral part of the purchasing
conditions at many automotive com-
panies.

Extending MicroNova's

Following successful TISAX certifica-
tion for the corporate headquarters in
Vierkirchen in 2020, further sites are
set to follow in the coming months.

“Based on a high level of transpar-
ency, a further optimization of our
project structure, and an intensive risk
management, we expect to be able to
implement the certification of the sites
just as smoothly and successfully as
we have already succeeded in doing
with our headquarters in Vierkirchen,”
explains Patrick Gerard, Head of IT at
MicroNova. “Security awareness and
handling data correctly form the basis
for our long-term successful coopera-
tion with companies in the automotive
sector. TISAX certification confirms this
way of working and makes compliance
with all required IT security specifica-
tions verifiable to our partners.”

TISAX certification means that Micro-
Nova meets the security requirements
for working with all major automotive
manufacturers.

TISAX
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Innovation as a Constant

Dear Reader,

It is not possible for me to mention here all the good innovative things that the MicroNova team has achieved despite corona-
virus-related adversities. Allow me to give you a brief — albeit incomplete — summary of some of the topics covered in this issue of
our InNOVAtion.

Excellent cloud solution: Testing Solutions

One highlight is MicroNova's involvement in the development of a virtual integration platform for our customer CARIAD, the soft-
ware company in the Volkswagen Group; one of the projects being undertaken there is the development of a uniform software
platform for all of the Group's passenger car brands.

NovaCarts Virtual is the central building block of this testing and integration process, which verifies and optimizes technologies for
intelligent and connected vehicles by combining cloud-based virtual and/or real environments. Our customer CARIAD has been
nominated for the Red Hat Innovation Award 2021 for its virtual integration platform and its architecture — a great honor for CARIAD
and an accolade for our team, which has achieved technical market leadership here. We are grateful that we were able to participate
in such a successful project.

5G - SDN - IoT: Telco Solutions

5G is not an evolution, 5G is a revolution — and it is set to transform a lot of things. Innovative approaches are needed to meet the
requirements for services, applications, and business models. Software-defined networking (SDN) constitutes an important technol-
ogy for this purpose, and COM5.SDN is a fitting solution from MicroNova. And there are other areas where MicroNova is involved
and which are reported on in detail in this InNOVAtion:

» Grey spot sharing — allowing Telekom, Vodafone and Telefénica to use each other’s infrastructure to work together to close
gaps in the network.

» Network slicing — enabling companies to operate their own independent virtual networks.

» Internet-of-Things (loT) — connecting devices, sharing sensor-based data and turning them into valuable information, for
example, for predictive maintenance, new services to name but a few.

» Artificial intelligence (Al) — for example, for analyzing network data managed via COM5.Mobile for use in the new COM5.SDN
product generation. Al can also build a bridge from Telco Solutions to the automotive sector, e.g. for future services relating
to autonomous driving.

| find our dedicated students and their innovative contributions particularly remarkable. The article "With Al into the Net”, for exam-
ple, comes from our intern Ella Schmidtobreick, who graduated from Gymnasium Indersdorf, a high school that MicroNova supports
in a number of ways, including the robotics competition. It is precisely this mix, or rather the collaboration between young and experi-
enced people from near and (very) far in our teams, that keeps us fresh and at the leading edge of technology.

IT Management

The example of the loT shows that it may be externally driven innovation as well if it is
compelling. Our IT Management division proves how successful this can be with the dis-
tribution of solutions for IT management, IT security and project management.

Our Corporate IT

Our successes underscore the great importance of smoothly operating corporate IT.
This is also true for MicroNova, of course: our support team has done an excellent job of
enabling 90% of our colleagues to work so well from home for almost a year now. So a
big thank you for that, dear IT — on behalf of all of us.

With warm regards,
Josef W. Karl Josef W. Karl
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