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Editorial

,Partnership in Uncertain Times”

Dear Reader,

"2021 — Now Delivery Is Made" — that was the title of the editorial in
the previous issue. A great deal has also been delivered in techno-
logical terms; on the other hand, the issue of supply shortages is

at present very acute. And there are other issues that are causing
uncertainty: will it be possible to maintain the easing of coronavirus
restrictions? Will it be possible for a truly stable government to be
formed in Germany, and what exactly will its direction be? Can we
as a society and economy cope with or alleviate the staff shortages
and dissatisfaction in many sectors? Where are inflation and an
overheated real estate market leading us? The list goes on.

So all in all, there are quite a few question marks hanging over our
daily lives. This makes it all the more important to have trusting
partnerships that enable — and I'll use a keyword in advance —
sustainable cooperation. This is true both in the private domain as
well as in the professional context. And it makes the excellent close
working relationship that we enjoy with you, our customers, every
day all the more important and valuable. For our part, we are doing
everything we can to justify this trust.

This can be seen, for example, in Testing Solutions, which contributes valuable articles to this issue of INNOVAtion starting on page 8.
The topics include automotive cybersecurity — important for networked vehicles — and fuel cell development as well as modeling
for the automation of electronic control unit tests. The first step is another success story in our cooperation with Porsche.

The challenges surrounding 5G technology are keeping our Telco Solutions team busy. Self-organized networks (SONs) are particu-
larly important here. Starting on page 20, there are technical articles on this as well as information on MicroNova’'s O-RAN Alliance
membership.

In Enterprise Solutions, the former IT Management, starting on page 30, there is news about ManageEngine products and — I'm
always pleased about this — another customer reference. Moreover, the MicroNova team for monday.com has added a few more
tips for successful project management as a follow-up to the article in the previous issue of INNOVAtion.

As you can see, our editorial team has once again assembled a wealth of topics. And in doing so, also thought of the sustainability
already mentioned above. The issues raised at the outset are certainly also significant in this context — and so MicroNova founder
and supervisory board chairman Josef W. Karl has provided insights into what the company has to offer in ecological terms “to the

left and right of our operational path”. This much can be revealed: we delivered in this respect as well.

| now wish you, as ever, an enjoyable read. And stay healthy!

Orazio Ragonesi
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Porsche AG reaches a new level in test éutomation with
'Cl Testing Toolchain": The EXAM Test Case Generator,

together with the Cluu application platform, ensures

efficient test processes despite large volumes of data.
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Modern vehicles offer an enor-
mous variety of functions. However,
the software this requires also entails
ahighdegree of complexityand huge
amounts of data during develop-
ment — while development times are
becoming shorter and shorter at the
same time. In order to still be able
to test all applications quickly and
reliably before they hit the road, the
highest possible degree of automa-
tion is required for validation.
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That's why Porsche AG has been
using MicroNova's EXAM test auto-
mation solution for all hardware-in-
the-loop (HiL) test benches since 2009.
Test case implementation gener-
ally proceeds in the same way: First,
test specifiers create the correspond-
ing test specifications as prose text
from the software requirements of
the ECUs. Based on these texts, test
engineers then implement the test
cases for execution in EXAM.

Automatic test case genera-
tion with the TCG

This approach has two possible
sources of error: First, the test spe-
cification may be written incorrectly
or inaccurately, and second, it may
be misinterpreted by the test engi-
neer when generating the test case.
To eliminate these flaws, the testing
consultants and automation experts
at MicroNova developed the 'Test




Case Generator' (TCG) in collabora-

tion with Andreas Zahn from chas-
sis development at Porsche back in
2018. As an extension to EXAM, the
TCG automates the process of test
case creation, increasing its effi-
ciency many times over. A uniform
and structured syntax is defined
and applied when writing the test
specifications, which forms the ba-
sis for the Test Case Generator to
automatically generate test cases.

The underlying uniform software
libraries and functions are main-
tained centrally at MicroNova. When
requirements and test specifications
change, both existing and new test
cases can be implemented quickly.

The degree of automation was in-
creased through the use of the Test
Case Generator and the susceptibil-
ity to errors of test sequences was
also significantly reduced. What re-
mained, however, was the manual
effort involved in coordinating with
the relevant department as to when
which tests should run, and for pre-
paring reports after each test run.
This offered further potential for
optimization.

with the Cl toolchain

With this in mind, the idea of the
Continuous Integration (Cl) testing
toolchain was developed in a proven
and trusting collaboration with An-
dreas Zahn. The aim was to standardize
the coordination of function develop-
ers’ test orders and to establish this
approach in the area of chassis de-
velopment.

For this scenario, MicroNova's soft-
ware specialists developed the new 'Cl
Dashboard’ application based on the
Cluu platform from the firm Software-
helden. The aim was for it to be used
for the central planning and reporting
of the required software tests. This
increase in automation means a con-
tinuous test run with various test or-
ders can then ideally be carried out
over weeks without manual effort.

From test order to report

The Cl testing toolchain continues
to use the EXAM test automation so-
lution and the Test Case Generator,
which are established throughout the
group. In addition, the Cluu applica-
tion platform expands the functional-
ity, as it serves as the central data hub at
Porsche AG. Cluu abstracts all hetero-
geneous data sources, such as various
databases, and makes the information
available to the user via web applica-
tions, comparable to smartphone apps.

The following applications are used
for the Cl testing toolchain:

All configurations of the individ-
ual HilL systems for automated test
operation are stored in the HilL test
bench management system. The
configurations contain, for example,
information about the current as-
sembly status, i.e. which ECUs are ac-
tually installed and which are simu-
lated by the HilL system. The appli-
cation also provides detailed infor-
mation on which HiL connection the
EXAM test automation solution uses
to communicate with the HiL test
bench.

The test sequences for each indi-
vidual HiL test bench are planned
using the Cl dashboard, and the
relevant engineers define the vehic-
le variant to be tested in each case.
The dashboard forms the interface
between the developers for ECU
functions and the test managers who
check these functions. It is also pos-
sible to test several vehicle variants
one after the other.

Testing Solutions
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Handling vehicle variants, or rather
all the data this requires, is managed
and configured using the Porsche
Testing Data Manager (PTD Man-
ager) tool developed by MicroNova
specifically for this project. The ap-
plication provides a large number of
virtual vehicle models in the 'virtual
vehicle garage’ for the fully auto-
mated tests with EXAM. In order to
minimize time-consuming ‘reflash-
ing'and'recoding’ ofthe ECUs, Micro-
Nova consultants developed and
integrated the ‘TestOrders Manag-
er' function. This allows orders for
the respective vehicle variants to be
pooled together and performed one
after the other — as intended by the
test managers in the planning ca-
lendar. In addition, the PTD Manag-
er contains the ‘ExecutionHelper’,
which coordinates batch execution
of the test suites and starts them

one after the other in EXAM. This
provides stability for test runs over
long periods of time, as the defined
initial state of the system is restored
in each case.

Employees from software develop-
ment and test management can see
the current status of the test runs
at any time in the Cluu Reporting
Dashboard. The dashboard also
clearly displays the reports and any
errors found in the ECU software af-
ter the runs have been completed.

Flexibility and collaboration
for future-proof testing

Even after the introduction of the
Cl testing toolchain, MicroNova's
consultants continue to work closely
with Porsche’s software developers
and test engineers. Feedback on im-
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The Cluu platform serves as a central data hub and report
dashboard for the Cl testing tool chain.
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plementations can flow continuously
and directly into the SCRUM-based
development process, and bugs can
be fixed quickly. In addition, tests that
go hand-in-hand with development
on the individual Cl tool modules are
carried out and evaluated in EXAM.

"Together with MicroNova, we have
created a wonderfully agile basis for
testing of the future. Thanks to the fast
response times of the entire team, we
were able to set up a fully automat-
ed testing toolchain in the shortest
possible time,” says Porsche’s And-
reas Zahn on his satisfaction with the
results so far. "However, the project is
not yet finished. Due to the constant
change in the current world of auto-
motive software, it is always necessary
to react quickly to new requirements.”




Continuous
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"Continuous testing" describes the automatic execution
of test jobs in the software development process.

The first version of the Cl testing
toolchain has been firmly established
in the chassis development process
at Porsche since spring 2021 and has
already proven its worth. Engineers
in the sports car manufacturer’s in-
tegration test facility also use the
new toolchain and have been able
to make their projects much more
efficient thanks to the higher level
of automation. MicroNova's con-
sultants are also constantly working
on customizations and further de-
velopments. Other areas of the VW
Group are now also interested in the
efficient and uniform way of working
made possible by the Cl testing tool-
chain. This is an exciting project that
is certain to become even more wide-
spread in modern vehicle develop-
ment.

More Info:

You can read a detailed arti-
cle on the introduction of the
TCG at Porsche under the refer-
ences in the Testing section of

the website www.micronova.de/

en/testing

Testing Solutions
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Cyber secunty for vehlcles Together Wlth SecOps Solutlons GmbH,

MicroNova is supportlng car manufacturers and suppllers

in the implementation of new UNECE regulations.

The more software, assistance sys-
tems and data channels are used in
modern vehicles, the more important
their protection against unauthorized
access becomes. In January 2021, two
new regulations of the United Nations
Economic Commission for Europe
(UNECE) came into force: UN R155
for the Cyber Security Management
System (CSMS) and UN R156 for the
Software Update Management System
(SUMS).

008 // 02-21 // InNOVAtion

EU regulations for

The regulations were adopted by the
“World Forum for Harmonization of
Vehicle Regulations”, a UNECE work-
ing group (WP.29), and compliance
with them is intended to better protect
passenger cars, vans, trucks and buses
against hacking attacks. This applies
both to attacks from outside, i.e. from
the Internet, and to those that exploit

vulnerabilities within the system, for
example the vehicle hotspot.

According to experts, this step has
long been necessary because the pow-
erful ECU architectures in modern
vehicles are connected to the Inter-
net over long periods of time. Various
successful attacks have further proven
the necessity. They range from minor
cases in which, for example, individual
vehicles could no longer be controlled,




(@) Kick-off

to serious ones in which the software
of one manufacturer's entire fleet was
affected.

The UN R155 and UN R156 regula-
tions therefore target the two areas
that are most relevant in terms of
cyber security: the development and
production of vehicles, and the man-
agement of software used, for exam-
ple in the case of over-the-air (OTA)
updates. To comply with the new re-
quirements, manufacturers must oper-
ate a certified management system
for both cyber security (UN R155) and
software updates (UN R156) over the
entire life of a vehicle. These systems
are audited every three years and must
be verified by the manufacturer for all
new vehicles.

Both regulations are legally enforce-
able by UNECE WP.29 and will be con-
verted into national registration law in
all participating countries by 2022 (for
new vehicle models) or 2024 (for exist-
ing ones). This leaves OEMs little time
to adapt to the complex challenges
without jeopardizing the approval of

@ Execution

new vehicle models — especially as the
necessary adjustments run through all
stages of development and produc-
tion.

ISO standard for CSMS

The ISO/SAE 21434 standard, pub-
lishedin September2021, playsacrucial
role in the search for solutions to meet
these strict requirements. It describes
in detail the processes and meth-
ods required to create and implement
a functioning and, above all, accredit-
able Cyber Security Management Sys-
tem. The ISO/SAE 21434 standard is
also explicitly mentioned in various
places in the UN regulations, which
shows how indispensable it will be for
the approval of future vehicle models.

Designing and implementing a Cy-
ber Security Management System that
complies with this ISO standard poses
major challenges for car manufactur-
ers and suppliers. Since the approval
requirements will become valid in the
EU in just a few months, a system that
covers all relevant points of vehicle

@ Implementation

Testing Solutions

v Presentation of results to stakeholders
v Support for assessments
v Roll-out to production

v Kick-off meeting
v Build design team from
stakeholders

v Involve MicroNova’s technical experts
v Develop concept for cost optimization
v Product security gap analysis

@ Planning

v’ Determine the necessary information
v Establish the scope of the project
v Define targets and prioritize tasks

@ Review

v Validate the concept

v Develop fields of action and security
requirements

v Document results

Cyber security process from
MicroNova and SecOps Solutions

INNOVAtion // 02-21 // 009
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production must be created in the
shortest possible time. These include:

» Quality Management: Cyber secur-
ity governance, culture, audits and
risk management

» Project Management: Nine chap-
ters of the ISO standard alone deal
with necessary measures in detail

» Continuous cyber security activities

» Development of components
(software and hardware) that are
secure from cyber attacks

» Verification and validation of cyber
security quality and achievement
of cyber security objectives

» Product security incident response
handling

»  Immobilization of vehicles

Support for the implementa-
tion of UN R155 and UN R156

This variety and heterogeneity of
topics, combined with the necessary
new know-how and time constraints,
pose a particular challenge for OEMs
and their suppliers. MicroNova sup-
ports companies from the automotive
industry in implementing the require-
ments of UN R155 and UN R156,
combining the years of experience of
its consultants in the field of ECU de-
velopment and validation with the ex-
pertise of its partner company SecOps
Solutions, whose technology consul-
tants develop innovative cyber secur-
ity solutions with a focus on product
cyber security, DevSecOps, I1SO 21434
and key lifecycle management for the

010 // 02-21 // InNOVAtion

automotive industry. To achieve this,
they use their experience in setting up
Cyber Security Management Systems
at international automotive manufac-
turers and suppliers, and in implemen-
ting such systems within the scope of
numerous ECU projects.

This unique combination of experi-
ence and know-how around the re-
quired processes, methods and tools
allows MicroNova and SecOps Solu-
tions to successfully implement highly
complex cyber security projects to-
gether. Consultants from the two com-
panies ensure that security require-
ments are taken into account at an

early stage in the development pro-
cess. This means that those respon-
sible in the respective departments
can be relatively relaxed when it comes

to the final audits on the new regula-
tions. The services offered also include
support in the targeted preparation
for assessments on UN R155 and UN
R156.

Customers from the automotive
industry can choose the scope and
type of consulting that exactly meets
their needs from the joint portfolio of
MicroNova and SecOps Solutions:
from initial consulting services to com-
plete integration projects in develop-
ment and testing.
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1SO 21434
Cyber security project package

Security gap analysis

10 - 15 consulting days Prepare threat analysis and risk

assessment
Requirements analysis Define the processes and Item definition
2 consulting days tools to be inspected Specify cyber security claims

Workshop: Analyze security requirements and goals

Determine the need Develop fields of action Cyber security concept

for cyber security Cyber security integration

Identify potential for
support

Summary of improvement
the ISO 21434 standard Prepare

Identify measures security gap report
for critical projects

Prepare for assessment

Custom assignment
packages

Consulting Services

' - MicroNova Consulting also sup-
e ports companies in introducing
ﬁ > and implementing functional
‘ safety processes in accordance
with ISO 26262 — from concept

to approval. Compliance with the

ISO 26262 standard ensures that
functional safety has been suffi-

ciently taken into account in the
development of safety-related
electrical/electronic systems for
motor vehicles.

For more information please visit
www.micronova.de/en/ISO-
26262-Consultin

INNOVAtien_// 02-21 44011
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Modular environment
simulation for ECU tests

of modeling in order to optimally support automotive

manufacturers and suppliers.

TEXT: Matthias Lorenz, Stephan Schmidt PICTURES: © ParabolStudio / Shutterstock.com

Various assistance systems and a
growing number of autonomous driv-
ing functions are making ECUs for mo-
dern vehicles increasingly more com-
plex. At the same time, they should of
course function reliably. This has an
impact on the validation of the ECU

012 // 02-21 // InNOVAtion

(Electronic Control Unit) in the de-
velopment process, as a large number
of scenarios have to be checked, ideal-
ly at the earliest stage possible in order
to be able to detect and correct errors
in good time.
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Intensive testing, preferably at the
beginning of the development pro-
cess, entails a great challenge: A lot of
information or prototypes are not even
available at the time when the hard-
ware-in-the-loop (HiL) test benches
are being set up. Often, a test bench




must first be created with incomplete
data, then adapted again and again
at a later time when more up-to-date
information is available. These conver-
sions are cost-intensive because they
tie up capacity and delay the process.
This approach also complicates the
planning of test procedures.

Models for ECUs

To counter this and respond to the
scarce availability of ECU prototypes in
the initial phase, development teams
resort to ECU behavior models, which
ensure that the test process can be
started at an early stage, even though
a real ECU is not yet available or has
not yet been fully commissioned on
the test bench.

Even with single HilL systems on
which ‘only’ one or a few ECUs are
to be tested, nothing works without
models. In order to be able to start
testing despite components that are
missing or not quite finished, the test-
ing departments of car manufacturers
and their suppliers ideally need a way
to use any combination between real
parts and simulations of the ECUs in-
volved. The use of models not only eli-
minates the dependence on individual
components, but at the same time also
increases the depth of testing. This is

Overview of modeling services

reality

» Restbus simulation
» Creation of Al-based model parts

mation solution

» Development & maintenance of models

» Sensor simulation & complex simulation of electrical loads

» Simulation of physical relationships in real time

» Replication of the environment through a combination of simulation and

» Integration of models into the test infrastructure

» Support and expansion of EXAM library models when using the test auto-

For more information, visit www.micronova.de/en/modeling

because the flexible simulations make
it possible to reproduce a large num-
ber of faults that are difficult or impos-
sible to reproduce with real compo-
nents, such as cells or cell controllers
in high-voltage batteries.

Networked HiL systems

The benefits of simulation models
are particularly apparent in networked
HiL systems. These are used to validate
complex driving functions, such as the
driver assistance systems (DAS) men-
tioned above. The requirements in
this area are extremely high, yet test
resources and the possibilities to test
in road traffic are limited. In order to
obtain approvals for their ECUs, the
OEMs have to demonstrate many
thousands of test kilometers, which
can only be done by means of Hil test
benches and simulations.

Supplying the various sensors and
actuators of the DAS control units with
data that is as close to reality as pos-
sible, and therefore putting the simu-
lated vehicle into a state in which driv-
er assistance systems can be tested,
requires a large number of models.
These are all coupled with an environ-
ment simulation, which, as the name
suggests, replicates the environment
in which the vehicle travels. The real
ECUs on the HiL system receive large
amounts of sensor and actuator data
from the simulation. It is also possible
to generate complex data on the ba-
sis of models, such as camera images,
radar data of obstacles, or informa-
tion on other road users. The correct
functioning of the ECUs can therefore
be checked under realistic conditions
- without the high expense and time
needed to conduct tests in the ‘real’
reality.

INNOVAtion // 02-21 // 013
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Virtualization

eters.

In ECU virtualization, an ECU is simulated in full detail with a high degree of
compatibility to the actual device under test. This allows the unchanged origi-
nal software to be analyzed in a virtual DUT. Virtual ECUs have a wide range of
applications for which MicroNova offers a comprehensive portfolio of products
and services. Many topics from the field of modeling are relevant, such as restbus
simulation. The ‘NovaCarts Virtual' software enables development departments
to run real test systems as a fully virtual version with the same models and param-

For more information, visit: www.micronova.de/en/virtual-ECU
and www.micronova.de/en/NovaCartsVirtual

Modular models speed up

The diverse requirements show how
numerous the use cases are for envi-
ronment models in automotive testing.
At an early stage, MicroNova recog-
nized the advantages and necessity of
such modeling, as well as its potential
applications, and consistently relies on
modularization in the NovaCarts prod-
uct range. This means that a sepa-
rate model is created for each control
unit and each function, which can be
run independently directly on the HiL
simulator — without the need for cost-
ly recompilation of the entire model.
MicroNova's decades of experience in
the development of Hil test benches
naturally also benefits the modeling
quality of the simulations.

No special hardware is required to
compile the models; adaptations can
be made easily and without spending
too much time. The major benefit here

is the enormous time saving: for exam-

ple, if a component is not available at
short notice or the prototype behavior
does not yet meet the desired require-
ments, the engineers can react with
flexibility during commissioning. Work
can be continued with minimal delay
without having to endure long wait
times for recalculations. There is no
need to purchase specialist modeling
hardware, as the compilation is effi-
cient in terms of resources used.

Besides the development time, the
runtime of a model is crucial in order to
achieve the desired real-time behav-
ior. This is accomplished both by the
type of modeling and by adapting the
computing hardware. Clients benefit
from the years of experience of Micro-
Nova consultants as early as when
selecting suitable hardware. One way
of shortening the runtime is ‘co-simu-

lation’, which can be applied to both
the hardware and the software used.
In the first case, CPU-intensive func-
tions can be outsourced to external
simulation computers. Alternatively,
converting the models allows them
to run on FPGAs (Field Programmable
Gate Arrays), which benefits the run-
time. Co-simulation in terms of the
software targets the tools used: Not
every application is equally suitable
for every simulation. The experts at
MicroNova can make recommenda-
tions here as to when it makes sense to
split a model between different tools
and how this can be implemented.

MicroNova simulation models:

Custom creation, maintenance

and development

The advantages of modeling are
particularly evident in the NovaCarts
HiL systems, whose entire architecture
is designed to efficiently replicate
control units. Of course, MicroNova's
consultants also have many years of
experience in integrating their own
models into the test environments of
all common hardware vendors in the
automotive sector. The handling of
different models and requirements
was internalized in a wide variety of




projects. Therefore, the MicroNova
service in the field of modeling ranges
from simple static restbus models to
complex environmental simulations or,
for example, the physical replication of
an electric engine.

Car manufacturers and suppliers ben-
efit from over 30 years of experience in
model creation as well as the mainte-
nance and expansion of customer mod-
els. MicroNova also has extensive ex-
pertise in agile software development
gained from numerous projects. The
internal hardware development team
also works agilely. In modeling, our
consultants and customers are usually
organized together in scrum teams —
for maximum efficiency in vehicle de-

velopment.

icroNova AG

The Chinese market is considered the world’s lar-
gest automotive market. It accounts for a good
third of total sales of all car manufacturers and
is considered the driver of electromobility. What
are MicroNova's current activities in China?

China is of course a strategic target
market for us. A lot is happening in the
field of electromobility especially, in-
cluding due to government-imposed
target quotas for new vehicle registra-
tions. And this huge potential naturally
brings forth numerous start-ups that
are pushing into this major market for
electric cars. However, the competition
is tough and the pace of development
is enormous. To survive in this environ-
ment, these young companies need
innovative test solutions and proven
technologies. Which is where estab-
lished providers like MicroNova can
play a vital role. With our experience
and extensive know-how in the field
of ECU testing in general and Battery
Management Systems (BMS) in parti-
cular, we can certainly make a decisive
contribution.

In light of this, we are looking to es-
tablish and expand our new customer
business in China. The NovaCarts port-
folio in the battery segmentis complete
and reliably covers all parts of a BMS
test — from the powerless testing of all
ECUs for electric and hybrid vehicles to
the interconnected whole with power.

However, getting a foothold in the
Chinese market is not easy for Euro-
pean companies because of the diffi-
cult legal framework, and usually in-
volves considerable investment costs.
So MicroNova is pursuing a strategy
with local partners: For example, we
are already cooperating extensively
with in-tech GmbH, an engineering
firm that is well positioned in the mar-
ket through its Chinese parent compa-
ny and that also has its own sites in the
country.

Under this sales cooperation, Micro-
Nova’'s NovaCarts HilL systems and
hardware are available in China
through in-tech. Our partner also pro-
vides support for the Chinese market
and oversees commissioning on site.
Joint proposals between the two com-
panies have already been made and
MicroNova's products will also be on
in-tech’s stand at Testing Expo China
2021 in Shanghai in December.

This set-up means we are well posi-
tioned and can quickly scale our activi-
ties in the leading Chinese market with
a high degree of flexibility.
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Cooperation between MicroNova and SMART TESTSOLUTIONS:

Combined expertise from the fields of fuel cell measurement

al

technology and HilL applications.

TEXT: Abdiilkerim Dagli, Det at PICTURES: © Che
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In the fall of 2020, MicroNova and
Smart Testsolutions announced their

cooperation in the field of test tech-
nologies for fuel cell control units.
One year later, the companies have
now presented an initial system at the
"f-cell"trade fair: The hardware-in-the-
loop (HiL) system “NovaCarts Fuel Cell
featuring SMART-TS MCM" provides
manufacturers of fuel cell systems for
mobile and stationary applications a
powerful real-time platform for the
validation of Fuel Cell Control Units
(FCCL).

The platform is based on MicroNova's
“NovaCarts Fuel Cell” HiL simulator.
Smart Testsolutions contributes the
modules that simulate the individual
cell voltages of a fuel cell, "MCM In-
telliSim”.

Innovative test technology for
challenging validation

A wide power range between partial
and full load, transient processes, and
changing ambient conditions make
controlling a fuel cell system in vehic-
les a complex task. The FCCU is there-

!eafl”i i

FUELCELL “ NOVA%E"IVS‘

o

Comprehensive valida-
tion with NovaCarts

By combining the new Fuel Cell
HiL platform with the “NovaCarts
Battery” HiL system, it is also pos-
sible to simulate functions of the
connected battery, for example
State-of-Charge (SoC) and State-
of-Health (SoH) controls, and cell
balancing. The “NovaCarts eEn-
gine” HiL simulator also enables
validation of the entire control
unit network of Fuel Cell Electric
Vehicles (FCEV).

fore crucial when it comes to reliability
and efficiency, as well as for achieving
a long service life of the systems. The
validation of this control unit is equally
important.

The new HilL system has been de-
veloped specifically for this task. The
platform simulates the entire fuel cell
stack along with its power units, as well
as the environment of the associat-
ed control unit and can be expanded
via firmware update for future FCCU
technologies.

W
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The cell voltages are simulated by
the compact and robust MCM-Intelli-
Sim modules from Smart Testsolu-
tions. These can simply be plugged to-
gether to form a multi-cell stack in the
same way as the familiar "CVM G5" cell
voltage monitoring modules. Com-
bined with a master module, the simu-
lation modules can be used to actively
simulate each cell of a fuel cell stack
without having to incorporate a real
stack into the test environment. Cas-
cading makes 1,000 or 2,000 simula-
tion channels possible. The master
module provides the connection to
the simulation via Ethernet or Ether-
CAT, thereby ensuring real-time ope-

Environmental Moﬁular Fuel
Model Cell System
Model
SingleCell
Vehicle Stack
Model
Air flow
H2 flow
Drivers .
Model Radiator
Pumps
Valves
Restbus
Simulation Humidifier

ration. For less dynamic applications,
operation via CAN without a master
module may be sufficient.

Flexible and futureproof

Development of the chemical, me-
chanical, and electrical specifications
of the fuel cell is continuously being
advanced in the industry. One im-
portant aspect here is the develop-
ment of high-performance ECUs and
their software — and accordingly an
efficient and focused testing and va-
lidation methodology. The concept
of the Fuel Cell HiL system is adapted
to the specific test tasks in each case.
For example, different electrical loads

Safety

hlaslon Temperature Sensor
featuring SHARTTS MCM

Simulation

CVM-Simulation
Digital 10
Analogue IO
CAN/LIN

Electric Load

ASAM - XiL Break-Out Box

Testautomation

ng
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Cell Voltage Simulation

can be used depending on the testing
requirements. This reduces develop-
ment costs, saves time, and increases
efficiency in software development.

Safety-critical points such as leakage
detection, or switch-on or pre-charge
functions of the electrical compo-
nents can therefore be tested at an
early stage in the development phase.
Simulation and behavior models are
executed deterministically on the real-
time simulation computer. The modu-
lar design and consistent networking
of the individual components via real-
time Ethernet further make subse-

quent modifications easy.

Shunt Simulation

“NovaCarts Fuel Cell fea-

turing SMART-TS MCM"
enables time-saving and
cost-efficient, comprehensive
validation of Fuel Cell Control
Units (FCCU).
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Technical Data IntelliSIM _

Dimensions of each module 100 x 10,5 x 30 mm

Simulation channels per module 10 .
Simulation range per channel -3to+3V

Accuracy Max. £ 6 mV

Output rate < 1.000 Hz SMART

.. . TESTSOLUTIONS
Permanent galvanic isolation 1.400 V DC

MCM I/O-Module from
SMART TESTSOLUTIONS

The 1/O assemblies from MicroNova Advantages of HiL tests compared to validation on the
and Smart Testsolutions are equally system test bench
suited to achieving optimum results

. . » i issi i
in terms of performance and price Much lower procurement and operating costs due to fast commissioning

sensitivity. With the new simulation and short changeover times

platform, the two companies offer car » No need to handle hydrogen and its associated safety regulations and risks

manufacturers and suppliers a time- » High degree of flexibility — from single component HilL system (e.g. stack

saving and cost-efficient, comprehen- only) to system HiL test and integrated HilL system

sive test solution for the validation of » Time saving and quality assurance thanks to easily reproducible tests
FCCUs. » Straightforward testing of errors and critical states

»  Automated and continuous testing with established test automation tools

and connection to a Cl/CD test infrastructure
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COMS5.SDN SON

— the road to an SMO system

Adding management and orchestration to COM5.SDN

for powerful mobile communication networks.

TEXT: Ingo Bauer PICTURES: © Den Rise, MSSA, KPhrom / Shutterstock.com

5G provides the technology for a ser-
vice-oriented network, since a key fea-
ture of the 5G network is its support
for different service classes / qualities.
This offers several advantages

for Mobile Network Opera-
tors (MNOs): On the
one hand, it allows

for customer-

020 // 02-21 nNOVAtion

specific, individual generation and set-
up of network services. On the other
hand, MNOs have greater flexibility in
the use and optimization of their re-
sources in the mobile network. Which
is why the phrase ‘service-oriented
network; is often used.

We have already explained its under-
lying technology in detail in the article
‘Network slicing: a key 5G technology’
in issue 1-21 of InNOVAtion, along
with the various layers of the Ser-
vice Management and Orchestration
(SMO) system. In this article we will
therefore focus on the management
and orchestration of the network it-

self, in particular RAN domain man-

agement or the RAN domain or-
chestrator.




nt

n (SMO)

RAN Domain

RAN Domain Orchestration

O-Cloud M&QO Non-RT RIC

Near-RT RIC

RAN NSSMF

OSS/BSS

E2E Service Orchestration
TN NSSMF

Transport Network Domain
Transport Network
Domain Orchestration

TN NSSMF WAN SDN-C

Core Network Domain
Core Network
Domain Orchestration

Core NSSMF | | NFVO/G-VNFM

Multi-Cloud Infrastructure (O-RAN O-Cloud, K8s, Private/Public Cloud)

The illustration shows a typical SMO architecture, which usually consists of one or more orchestra-
tion platforms at different levels of abstraction or for different network domains.

The COM5.SDN product line covers
essential components for a multi-ven-
dor/multi-technology RAN domain
orchestrator. The modular design of
the ‘COM5.SDN-R Controller’ makes
it possible to integrate existing radio
network technologies from establish-
ed manufacturers such as Nokia, Erics-
son or Huawei, as well as all technolo-
gies (2G-5G, non SRAN, Femto, Private
Networks) and open standards such as
Open-RAN. The crucial feature here is
its support for the abstraction levels
of manufacturer-specific data models
into reduced, standardized data mod-
els, which are freely configurable and
adaptable.

COMS5.SDN R-Controller

MicroNova has implemented the
COM5.SDN R-Controller in a cloud-
based architecture and functionally
transferred the tried-and-tested mo-
dules from the COM5-family into that
very architecture, as well. This trans-
formation enabled additional compo-
nents to be added to the existing sys-
tem with its proven functionality, such
as COM5.SON (see graphic).

The architecture of the COM5.SDN
R-Controller is divided into three lay-
ers: The adapter layer (OSS Adapter)
for connecting to external systems, the
mapping service layer (Mapping Ser-
vices) for converting vendor-specific
models into customer-oriented mod-
els, and the data service layer (Data
Services). The latter is used to provide
the relevant and prepared data so
that it can later be processed via web-
based interfaces for corresponding
applications.

The layers and modules of the SDN
R-Controller are described in more de-
tail below. The layer model allows for

a clear separation and modularization
of the necessary functionalities. This
significantly increases flexibility and
improves scalability. Furthermore, it
has a positive impact on development,
testing and deployment and paves the
way for DevOps-oriented develop-
ment.

COMS5.SDN OSS Adapter

The OSS adapter layer (OSS: Opera-
tions Support Systems) provides inter-
face adapters to the network in the
form of microservices and also serves
as a runtime platform for the inte-
gration of legacy systems (Actix One,

ONAP: Open Network Automation Platform

providers and enterprises.

The most prominent example of an orchestration platform from the open
source domain is the Open Network Automation Platform (ONAP). ONAP was
formed in 2017 from the merger of two projects, ECOMP (AT&T's Enhanced
Control, Orchestration, Management & Policy) and Open O (Open Orchestra-
tor). Originally founded by AT&T and China Mobile, the platform is now under
the direction of the Linux Foundation. It is designed to orchestrate, manage and
automate network and edge computing services for network operators, cloud

Telco Solutions
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MyCOM, etc.). The standard interfaces
for well-known brands such as Nokia,
Ericsson and Huawei are used here, as
well as the standardized, open O-RAN
model. Adapters for common planning
systems such as ATOLL, Cramer, x:akta
etc. are available as well. This makes
it possible to create a digital twin of
the data within the cloud installation.
In addition, the integration of existing
data lake systems (see p. 26) is already
planned and easy to implement.

Imports from the respective OSS are
version-independent and generate a
digital twin of the network as raw data,
i.e., uninterpreted, manufacturer-spe-
cific data. The main focus of this ap-
proach is performance when import-
ing large quantities of data from the
network and importing changes into
the network. The import processes are
optimized to combine large bulk up-
loads with those of single or regional
sites — with the aim of improving per-

COM5.SDN R-Controller

Data Ser

Com5.sp

1appine

R-Controller

COMB5.SDN R-Controller

QOSS Adapters

3 Party ATOLL Cramer
Importer Importer Importer
Radio Transport
rd
3t Party Planning Planning
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Designer

formance and reducing the load on
the OSS systems.

When exporting to the particular
OSS, zero-touch activation is used and
parameter changes are validated and
activated directly. They can be auto-
matically queued, grouped and split
according to the size and load limits
of the OSS, which in turn reduces the
load on the OSS and increases its over-
all performance.

COM5.SDN Mapping Services

This layer in the COM5.SDN R-Con-
troller is responsible for transform-
ing the raw data provided by the
COMS5.SDN OSS Adapter into valida-
ted, cleansed and enhanced provider-
specific and customer-oriented mod-
els. The algorithm processes the data
incrementally, resulting in a continu-
ously updated and structured model
of the network. Essentially, this layer

Planning M PM FM GIS
Data Netdata Data Events Data
Network Data Interpreter

: FM Event
Raw CM Raw PM
Data Data Nl
VTP VTP VTP
D:;a Ltake M PM M
SpEF Importer Importer U Importer
Data Lake é é WA

HUAWEI

High level architecture of the
COMS5.SDN R-Controller

is the heart of the SDN R-Controller,
as it contains the network operator's
complete design guidelines or policies
and is therefore crucial for network
consistency — and ultimately for net-
work quality.

The transformation of planning
data into manufacturer-specific mod-
els is controlled by the param-
eter database (Parameters DB). The
same also applies to planning and
network data consistency checks,
and to the application-specific gen-
eration of export files or scripts.
The Parameters DB contains both
the version-specific provider mod-
el and the customer-specific network
design — rules, policies, default values,
consistency checks, etc. — that is used
to generate export files or scripts in
the manufacturer-specific format.
Users can fully customize the contents
of the Parameters DB via a GUl-based
designer that is part of COM5.Mobile.

o
VTP specific
ParaDn;eter Export File Builder
= CM Scripts
aw
CDRs 5 it o
?I_F:]noi'::\l Zero Touch
CM/PM/FM Activation




C-SON software platform from atesio GmbH

A spin-off of the internationally active research institute ‘Zuse Institute Ber-
lin' (ZIB), atesio has extensive expertise in the automation of software-driven
processes in the mobile communications sector. The company’s SON approach
combines traditional radio network planning and parameter planning approa-
ches with the enhanced possibilities offered by the use of PM data from the net-
work. In this way, atesio is seizing the opportunity of the trend towards Open-
RAN and the emergence of the ONAP ecosystem. This move is supported by
the cloud-enabled NGPS platform and years of experience in SON research with
SON-inspired services, including the Cell Neighbor Relation Clearance Service
and SON Light Cell Parameter Planning software. Equally significant is the use
of Machine Learning (ML) on PM data collected through the construction and

operation of the Radio Network Capacity Evolution system.

COMS5.SDN Data Services

The Data Services layer contains vali-
dated, cleansed and enriched manu-
facturer-specific, customer-oriented
data. This is where all the informa-
tion relevant for further applications
comes together. The data is accessible
to the Application Layer through open,
web-based APIs. Since this is a confi-
gurable, abstract layer in the broadest
sense, any mapping can be implemen-
ted — from manufacturer-independent
information to standardized models
like O-RAN.

On this basis, mobile communi-
cations firms can develop their own
applications and integrate them di-
rectly (DevOps), independently of
the complex data models and access
methods of the manufacturer-specific
network systems. Examples include
COMS5.Mobile, Network Slice Subsys-
tem Management Function (NSSFM),

non-Real Time RAN Intelligence Con-
troller (non-RT RIC) — and of course
COMS5.SDN SON.

COMS5.SDN SON

The open and freely configurable
interfaces of the COM5.SDN R-Con-
troller allow for easy extension at the
application layer. Traditionally, the
functional part of COM5.Mobile - i.e.,
COMS5.Mobile Integrator and COMS.
Mobile Optimizer - is integrated here,
as well as the SON extension. The lat-
ter is offered by MicroNova together
with its partner company atesio, which
has many years of experience in the
implementation of planning and opti-
mization automation.

The cloud-based solution from ate-
sio is capable of analyzing, planning
and optimizing Multiple Radio Access
Technology (Multi RAT; i.e. 2G, 3G, 4G
and 5G) and multi-layer radio net-

works. It supports various deployment
scenarios, including traditional on-
premises use on a single server, as well
as Kubernetes-based scalable and re-
dundant deployments in public clouds.
Potential hyperscalers include Amazon
Web Services (AWS) and Google Cloud
Platform, as well as Azure.

Use cases range from radio spectrum
allocation, network evolution, combi-
nations, planning and optimization,
and automatic cell and parameter
planning, through to C-SON func-
tions — each also at the strategic level.
The general approach to using ad-
vanced models forms the basis for
what atesio sees as a 'network engi-
neering perspective’ and guiding prin-
ciple for many algorithm-based solu-
tions.

This strategy is based on the as-
sumption that a network is designed
with specific intentions. Accordingly,

Telco Solutions
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COMB5.SDN rApps
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(non Real Time RAN
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3~ Party Planning

Radio Transport
Planning

COMB.SDN Kubernetes-Cluster
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CoM5.Mobile

CoMB5.SDN R-Controller
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Data Lake
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H Cloud deployment of our COM5.SDN product line

both sites and cells serve a specific
purpose. Data about cells is obtained
from various sources, such as carto-
graphic ones: the location of high-
ways, rail lines, landmarks, commercial
areas, shopping centers, etc. Similarly,
the proximity of cells within the net-
work and performance management
data are also taken into account.

This data is aggregated within the
SON platform into cell profiles, based
on which the intended role of each
cell in the network can be determined.
Providing such a level of abstraction
has often proven helpful in writing
policies and objectives in the form of
rules and strategies that can be used in
automated network planning and op-
timization. Integration into the COM5-
framework makes it possible to real-
ize a closed-loop control system and
creates the basis for a fully-fledged
C-SON system.

024 // 02-21 // InNOVAtion

This C-SON system supports algo-
rithms for both integration measures
and optimization measures. The list
below gives a rough overview of the
supported options:

» Automatic generation of initial
parameters such as BCCH/TCH
configurations, 4G/5G PCI calcu-
lations, TAC/LAC/RAC and RACH
optimizations

» Automatic Neighbor Relations
(ANR)

» Optimization of cell parameters
such as BCCH/TCH, LAC/RAC/SAC,
PCl, RACH

» Coverage & Capacity Optimization
(CCO)

» Energy Saving (ES)

SON Vendor xyz

Com5 sDN SON

based on

ORA

AL LI ANTCE

-
=
g ERICSSON

In order to ensure a successful 5G
transformation, MNOs need to auto-
mate their processes for expand-
ing and operating their networks.
COM5.Mobile has established itself as
the leading solution in the RAN en-
vironment in the German market. With
COMS5.SDN, MicroNova has succeeded
in transferring its years of know-how
and basic functionalities for automa-
tion into an SDN and microservice-
based architecture. Its modular struc-
ture allows for separation into existing
core functionalities in order to inte-
grate both classic and Open-RAN ba-
sed networks —and to rely on so-called
rApps such as COM5.SDN SON.




Telco Solutions

Com5.sDN SON Sandbox / Python Scripts )
Qo
o g2
Optimisation Algorithm implementation o
(Vendor independent) 2 t“"
SO
| : g =
i
SON Driver/Algorithm o >
(Vendor specific)
X A A4 A A
/ E / ] \ |
Ay / [ \ v
Plannil cM PM S, Event E t
anning Xpor
Data Netdata Data o o CBAs Data

COMB.SDN R-Controller

The integration into the COM5 framework enables the
realization of a closed-loop control circuit.
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Data Lake as a Basis
for COM5.SDN

Data for smart orchestration and

automation of mobile networks

TEXT: Ella Schmidtobreick, Ingo Bauer PICTURE: © Dudarev Mikhail / Shutterstock.com

COMS5.SDN is the second product
line of MicroNova's Telco Solutions
division — alongside COM5.Mobile —
and addresses in particular the transi-
tion of existing mobile communication
technology into the new structures for
5G. Among other things, COM5.SDN
relies on the Open Network Automa-
tion Platform (ONAP), an open source
framework of the Linux Foundation,
and mainly performs tasks for the or-
chestration and automation of mobile
communication networks. Building on
this, MicroNova and its partner com-
pany atesio are developing a SON
solution (SON = Self-Organizing Net-
work) to improve the performance and
efficiency of mobile networks (p. 20).

Micro
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Analytics SON
Tools System

¥ v

Delivery Layer
(Make the data available)

Processing Layer

Data (Transformation & Analysis,
Lake Machine Learning Model Training)
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Data Pictures  Text Unstructured Structured Sensor
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Data lake structure




The central component of ONAP is
the DCAE component (DCAE = Data
Collection Analytics and Events), which
is primarily responsible for the gath-
ering, storage and analysis of data.
Given the complexity of the concept, a
‘data lake’ is used. This approach that is
becoming increasingly popular, espe-
cially in connection with Big Data and
Machine Learning (ML) — key build-
ing blocks for automation not only in
the mobile communication sector.

How a data lake works

A data lake is a sort of central stor-
age environment with large amounts
of data from different sources that can
scale up to the petabyte range. It is
unique in that the raw data is stored
unstructured in its source format. In
other words, the data is collected in-
dependently of its format and made
available in a repository. In this way
e. g. images, text files and sensor data
can be taken from one consolidated
date source.

Data lake vs. data warehouse

The use of a data lake and a data
warehouse are not mutually exclusive;
in fact, they are often operated in par-
allel. It is also possible to integrate dif-
ferent data warehouses into one data
lake, creating structured areas in the
unstructured data lake. The term data
lake was first used in 2010 by James

Data structure Unstructured
Purpose Unclear
Benefits Flexibility, scope of use

Disadvantages Complexity

Structured
Clear

No maintenance, immediate
analysis

Changes to stored
information

n Differences between data lake and data warehouse

Dixon (CTO of Pentaho). The idea of
stockpiling large amounts of data ex-
isted as early as the 1980s and coined
the term data warehouse. The differ-
ences between data lake and data
warehouse are shown in chart 2.

One characteristic of a data lake is
that data is initially stored without any
concrete idea of its analysis or use. The
intended use often only emerges over
time — but if necessary, the data can
be turned into valuable information.
When the stored data is accessed, it
is first duplicated and then formatted.
Doing so retains the raw formats with

all the original information. This allows
it to be used for further Big Data ana-
lysis.

Data lake and SON

Since the quantity of usable data or
valuable information is crucial for the
desired automation and orchestration
in the management of mobile com-
munication networks, the concept of a
data lake lends itself well to the mobile
sector — especially for the more com-
plex 5G variant. Therefore, its use for
MicroNova and atesio’s SON solution
brings benefits accordingly, especial-
ly in view of the future integration of
artificial intelligence as a basis for
COM5.SDN.

w
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An open standard for mobile net-
works that is independent of vendors
and countries is the main goal of the
O-RAN Alliance, a community of mo-
bile network operators and related
companies as well as research and
academic institutions. As a new mem-
ber, MicroNova contributes the know-
ledge it has built up over many years
on the management of the Radio Ac-
cess Network (RAN).

The need for this is high, as the
O-RAN Alliance has set itself the goal
of, for example, driving innovations for
mobile network operators and service
providers as well as for their end cus-
tomers from the business and private
sectors. One of these innovations is
the Open RAN standard, which aims
to enable a new, open and fully pro-
grammable radio access network. The
expectations of the standard are high
and will increase even more as 5G
technology continues to be rolled out.

At the same time, the alliance be-
hind it takes into account the desire
for an approach that is independent of
vendors and countries. Development
work still needs to be done in order
to be able to satisfy all the necessary
technological requirements. This task
is being taken on by the members of
the O-RAN Alliance, who are growing
in number.

Experience and fresh

In COM5.Mobile, MicroNova has for
many years been offering a solution
for the configuration and optimization
of the radio access network; it is cur-
rently used by two of the three main
mobile network operators in Germany.
COM5.SDN Mediator is the first prod-
uct that makes it possible to inte-
grate different network technologies
(2G, 3G, 4G, and 5G) into an SDN-/
NFV- or Open-RAN-compliant archi-
tecture.

The strategic roadmap of COM5.SDN
extends from the Radio Controller (R-
Controller) to the Radio Intelligence
Controller (Non-RT RIC - Non Real
Time). Each of these solutions will pro-
vide significant added value in terms
of mobile network management capa-
bilities. By joining the O-RAN Alliance,
this technology can now be more eas-
ily integrated into suitable projects
that, among other things, also take
into account concepts from the field
of artificial intelligence.

The cooperation will also offer Micro-
Nova the opportunity to participate in
research projects or to further intensify
existing activities — for example in the
association 5G Berlin e.V. In this way,
the successful cooperations with higher
education institutions that have been
in place for many years can also be ad-
vanced in the mobile communications
environment.

Technological emancipation

"While Europe is trying to emanci-
pate itself in the cloud environment
with the joint project GAIA-X, the
O-RAN Alliance is an approach to es-
tablish a choice over technology from
China. The O-RAN standard should, of
course, primarily score points with in-
novations and technical added value,”
explains Dr. Klaus Eder, MicroNova
AG's COO.

SDN und NFV

» Software-Defined Net-
working (SDN) is a network
architecture that relies on
control by software and is
completely decoupled from
the hardware. It enables a
centrally managed and pro-
grammable network that can
be managed very flexibly.

» Network Funktions Virtuali-
zation (NFV) is a method for
virtualizing network functions
or services and creates the
basis for the development
and use of manufacturer-in-
dependent, standardized
hardware and software
solutions for network con-
struction.

“This is exactly where we want to
and where we can add value. Our
team has been successfully contribu-
ting its knowledge to projects in the
telecommunications field for over 30
years. The access network is managed
using our solutions for the majority of
German mobile customers. This know-
how will be useful in the O-RAN Alli-
ance as well. We are looking forward
to working with the members."

and transparent digital ecosystem.

Source and more information:

Gaia-Xis a project to build a secure and connected data infrastructure that meets
the highest standards of digital sovereignty and that promotes innovation. Re-
presentatives from business, politics and academia from Europe and around the
world are working together to develop a lasting contribution to shaping the next
generation of a European data infrastructure. Data and services are to be made
available, brought together, shared and used in a trusting manner in an open

https://www.bmwi.de/Redaktion/EN/Dossier/gaia-x.html
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» Sector: Energy

» Employees: approx. 670

» Turnover: € 236.4 million
(2019)

» Headquarters: Heek

» Established: 1995

2G Energy AG is one of the leading
international manufacturers of com-
bined heat and power (CHP) plants for
generating and supplying electricity
and heat on a decentralized basis. The
company's product portfolio includes
plants with an electrical output of be-
tween 20 and 4,500 kW for operation
with natural gas, biogas, and other
lean gases as well as hydrogen. Be-
sides its headquarters in Heek, 2G
has six sales and service companies in
other European countries and the USA.
Its customer base ranges from farmers
to industrial companies, municipal-

2G Energy AG

ities, the housing industry, municipal
utilities and large energy suppliers.

A lot of work with standard
Microsoft tools

The seven-person IT department
at 2G Energy AG not only ensures
smooth IT operations, but also pro-
vides access for endpoints, applica-
tions, etc. for the company's approxi-
mately 670 employees. Until now, the
department used Microsoft's Active
Directory tools, along with PowerShell
and other scripts, to create, modify,
and assign permissions to users in Ac-
tive Directory (AD) — a time-consum-
ing task.

A disadvantage of the standard
Microsoft tools was also their limited
auditing capabilities. 2G started search-
ing for appropriate software in 2020,
as it wanted to further expand its log-
ging of AD changes. The new solution

should also enable simple AD tasks
to be delegated to employees them-
selves, such as uploading profile pho-
tos, in order to reduce the workload of
IT manager Jorg Frenker's team.

2G evaluated several tools from a
number of vendors. Some were over-
sized for their own needs and came
with a lot of non-essential features.
The final decision was made in favor
of the three ManageEngine solutions:
ADManager Plus, ADAudit Plus, and
ADSelfService Plus.

ManageEngine ADManager
Plus, ADAudit Plus, AD
SelfService Plus

One of the clinching arguments for
Jorg Frenker, Head of IT Infrastructure
and Operations at 2G Energy AG, was
that the products integrate well and
do not include any unnecessary func-
tions: “ManageEngine’s solutions are
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to the point. We use about 80 to 90
percent of the features, which is a very
high proportion. So we're not paying
for features that are of no value to us.”

It was possible to transfer the three
solutions into the production envir-
onment within a very short period
because the IT manager had already
downloaded and installed the corre-
sponding demo versions for evalu-
ation: “It took us just two days to set
everything up, including the HTTPS
connection,” says Jorg Frenker enthusi-
astically. The internal links in the prod-
ucts meant that IT staff were able to
switch quickly and easily from one tool
to another right from the start.

Reduced workload for IT and
compliance with 1SO 27001

The AD management and reporting
solution ADManager Plus is used by
2G primarily for creating new users
and for rights management. Jorg
Frenker particularly appreciates the
rights and roles concept, which allows
AD tasks to be delegated. For example,
an IT trainee can now create new users
without working directly in AD. Addi-
tional permissions can be assigned as
needed depending on the employee’s
level of knowledge.

The company uses its own templates
for account creation; these ensure that
a new user automatically receives all
the intended rights. “When we cre-

ated new users in the past we followed
the principle of ‘a bit like user XY, but
without these rights and with those

m

permissions,”” the IT manager explains.
The templates now make assigning
rights much faster. Furthermore, they
also enable 2G to meet the require-
ments of the ISO/IEC 27001 guideline

for rights/role concepts.

ADManager Plus was also able to
reduce the IT department’s workload
when collaborating with 2G's various
service providers. The staff member
responsible for service provider sup-
port can now grant access to external
users herself and no longer has to set
up tickets with IT. An additional bene-
fit is that the access granted using AD-
Manager Plus can only be used during
regular working hours — a further se-
curity feature preventing unauthorized
system access.

Detailed reporting is another feature
that Jérg Frenker would not want to
forgo. The reports on password resets
as well as on NTFS and share permis-
sions mean that the IT manager can
see at a glance whether permissions
are correct or require modification —
another stipulation of the I1SO 27001
guideline.

ADAudit Plus, an auditing solution
for Active Directory, has also become
an important tool at 2G. "As market
leaders, we are in high demand, espe-
cially for our expertise. To ensure that
our research data do not go astray, we

.ManageEngine’s solu-
tions fit our requirements
perfectly. They contain
all the functions we need
and come without unnec-
essary bells and whis-
tles that we wouldn't use
anyway.”
— Jorg Frenker,
Head of IT Infrastructure and

Operations,
2G Energy AG

Customer Benefits:

» Less time spent on routine
tasks

» Predefined reports facilitate
reporting

» Simple delegation of AD
activities — without having to
work in AD

» Easy operation by omitting
unnecessary functions

» Fewer scripts required

Y

* y
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n Headquarters of 2G Energy AG

use the FileServer Audit in ADAudit
Plus to monitor whether data have
been copied from specific file servers
to a USB drive,” the IT manager ex-
plains. One positive side effect is that
folders that have been accidentally
moved can also be quickly located
again with the tool.

In addition, 2G monitors login be-
havior with an integrated analytics
function. ADAudit Plus will alert the
IT department in real time should any
unusual activity occur. “For example,
we get a little skeptical when man-
agement suddenly logs on to do-
main controllers in the U.S. We then
check whether it is a cyber attack and
whether there may be an attempt to
intercept login data,” explains the IT
manager.

The ManageEngine solution also
does a good job of tracking down in-
correct user logins: "ADAudit Plus en-
ables us to find out why there was an
incorrect login attempt,” reports Jorg
Frenker. This means, for example, that
locked accounts can be reactivated
faster. The IT department can inform
the user in question proactively if they
need to change their login details. “In
this way, we ensure that a user is not
suddenly confronted with a locked ac-
count and hence unable to work.”

in Heek in the Minsterland region of Germany

ADSelfService Plus, a self-service
password management solution, com-
pletes the trio. This allows employees
to change their passwords and unlock
their accounts themselves — further re-
ducing the IT department’'s workload.
Since current password policies requi-
re users to renew passwords every 90
days, 2G also uses ADSelfService Plus
to notify employees 14 days before
this period expires. This used to requi-
re VB scripts, but now the reminders
can be set up easily and conveniently
in ADSelfService Plus.

Users also benefit from the new
solution, as they are informed about
exactly how many characters and spe-
cial characters a new password must
contain in order to meet internal re-
quirements. They can also modify cer-
tain personal data in their AD profile
themselves and, for example, upload a
profile picture.

Delegation and automation
reduce the IT workload

Since the ManageEngine solutions
were introduced, Jorg Frenker and his
team have been able to simplify or
delegate many routine tasks related
to Active Directory management. The
new templates for creating new users
provide greater standardization and

further reduce the burden on the IT
department.

2G also benefits from the new so-
lutions in terms of IT security and
compliance. Company data are better
protected against unauthorized ac-
cess, and numerous requirements of
the ISO 27001 guideline, such as the
rights/role concept, can now be imple-
mented easily and reliably.

For J6rg Frenker, however, the status
quo is not the end of the story. The IT
manager is already planning to amend
password policies as part of the next
project to be implemented using the
ManageEngine tools. In line with the
recommendations of the Federal Of-
fice for Information Security (BSI),
plans include two-factor authentica-
tion, more complex passwords, and
the elimination of regular password
changes — no problem thanks to AD-
SelfService Plus.
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ManageEngine adds new endpoint management |

i, —

and network monitoring solution for IT service

TEXT: Editorial staff PICTURE: © ESB Professional / Shutterstock.com; © ManageEngine

IT service providers need to under-
stand their customers’ IT networks and
ideally automate everyday tasks — such
as complying with particular security
policies, meeting the customer's ser-
vice level agreements (SLAs), gene-
rating specific reports, or invoicing.
This often requires a variety of tools
to monitor network performance and
to manage individual endpoints, which
Managed Service Providers (MSPs)

providers to its product portfolio.

i

have to switch between. At the same
time, the complexity of network man-
agement and the number of potential
security threats are continuously on
the rise.

To help IT service providers meet
these challenges, ManageEngine has
created "RMM Central”, an integrated
remote monitoring and management
solution that allows MSPs to manage

and monitor their customers’ entire IT
networks from one centralized work
interface. This gives IT service provid-
ers a detailed insight into each net-
work they are responsible for in just
one tool.

The new solution combines network
monitoring functions, such as detec-
ting and resolving performance is-
sues and network errors, and endpoint
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management tasks, such as installing
patches, remote device maintenance
and compiling hardware and software
inventory lists. Bundling the various
functions into one console simplifies
everyday routine activities, minimizes
resource use and costs, and maximizes
the return on investment.

Highlights von RMM Central

» Seamless network performance
monitoring: IT service providers
can identify and resolve perfor-
mance issues, alarms and outages
before they cause significant
problems and downtime.

» Automated, proactive IT securi-

ty: The solution can analyze and

distribute missing patches, adapt

security policies, and implement

custom configurations for each

customer network.

» Centralized asset management:

Managed Service Providers can

centrally manage all of their

customers’ hardware and software

assets, analyze software usage,

monitor software licenses, as well
as detect and blacklist malicious
applications on all managed

devices.

»

Instant remote troubleshooting:
RMM Central allows IT service
providers to remotely connect to
endpoints, communicate with end
users via voice and video during
troubleshooting, and collaborate
with multiple engineers simulta-
neously.

Free trial version

Further information and a free 30-
day trial version are available from:

https://www.manageengine.de/

rmm-central (German only).

ManageEngine”

RMM Central
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Distinguished Helpdesk
Solution

“ServiceDesk Plus Cloud” from ManageEngine

receives “PinkVERIFY ITIL 4" certification.

PinkVERIFY™
ITIL° 4

TEXT: Editorial staff PICTURES: © tomertu / Shutterstock.com; © Pink Elephant

™ v 4 Practices

ManageEngine
ServiceDesk Plus

ServiceDesk Plus is an ITIL-ready

Pink Elephant's “PinkVERIFY ITIL 4"
certification is a valuable tool for many
organizations when it comes to choos-
ing the right IT Service Management
(ITSM) tool. It is a mark of the tool's
quality and compatibility with ITIL 4

helpdesk software solution with
integrated asset and project

practices, as well as terminology, func- management. The easy-to-use

tionality, integration and workflow re- solution helps [T support teams

quirements. deliver a premium service to end
users with comprehensive ITSM
capabilities. ServiceDesk Plus
is used by more than 100,000

companies in 185 countries. The

ManageEngine’s ServiceDesk Plus
Cloud ITSM software has recently re-

ceived this certification for the ITIL

practices “Incident Management” solution is available in three edi-

“Change Enablement”, “Problem Man- tions and 37 different langua-

agement” and “Service Request Man- ges. Further information and

agement”. Pink Elephant, a leading a free 30-day trial version are

provider of ITIL certifications, confirms available from (German only):

that the software distributed in Ger- mww
many by MicroNova complies with the servicedeskplus

recommendations and standard pro-
cedures of ITIL 4.

In addition to ITIL 4 compatibility, Other components of the process in-
Pink Elephant's certification proves cluded a live product demo, and analy-
that ServiceDesk Plus provides users sis by an accredited “Pink Elephant IT
with the tools needed to implement Management Consultant”. The overall
ITIL 4 best practices within their or- result for ServiceDesk Plus: The solu-
ganization. In order to receive the tion meets the evaluation criteria for
PinkVERIFY certification, the Manage- each of the four ITIL 4 practices men-
Engine solution had to undergo an ex- tioned at 100 percent — a result that
tensive evaluation process. This began only four ITSM solutions from other
with a detailed questionnaire provided vendors had previously achieved.

by Pink Elephant on general and tech-
nical criteria and on criteria focused on
the core module.
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PIOJECT NEnGeEmEnt

In the last issue of INNOVAtion we said “Project management

Is as important as it is unique”. And because this remains true,

our team has come up with two new tips and scenarios that
can easily be implemented with monday.com.

TEXT: Felix Bauer, Felix Bacci PICTURES: © ESB Basic / Shutterstock.com; © monday.com
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Scenario 1: Planning team
resources properly

As more and more people are working
from home, more than ever it is es-
sential that managers pay attention to
their employees — because particularly
when not everyone is working in the
same place, it is all too easy for em-
ployees to become overloaded with
work since there is no classic finishing
time, or because the sum of projects
and responsibilities becomes too great.
Managing teams without this live in-
sight is extra challenging.

Often, employee frustration could sim-
ply be avoided because, for example,
other team members still have free
capacity — but due to a lack of struc-
tured (!) transparency, managers are
sometimes simply unaware of this.
And even the most helpful colleagues
can't do anything if they don't know
what challenges their teammates are
facing. The same applies to the HR de-
partment, which again can only help if
it is actually aware of the situation.

The goal: Transparent time manage-
ment for projects and overview of
capacity among employees including
identification of bottlenecks.

The solution: Structured resource
management, i.e. planning how re-
sources are used and how they are
allocated, as well as tracking all hours
already worked on projects — essential
for successful project management.
One way to do just that is with the
Workload Widget from monday.com.

This can be used to track project times
and display free capacities of individ-
ual team members.

Information is clearly arranged as usual
in monday.com: Once the information
has been entered, the widget automati-
cally displays and constantly updates
the data in one of two given views. It is
possible to choose between effort (in
hours) and number of projects/tasks
(see screenshot). A red circle means
that person is overloaded; a half-filled
blue circle means free capacity; while
a blue circle with a check mark repre-
sents perfect capacity utilization. Clear
and simple.

Team workload
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Enterprise Solutions

monday.com at
MicroNova

As a gold partner of monday.com,
MicroNova supports teams, de-
partments (marketing, sales, de-
velopment, HR, etc.), agencies,
and companies in setting up the
comprehensive project man-
agement and collaboration tool
monday.com and customizing it
perfectly to their individual needs.
Whether first steps or a complex
special request: Your personal
contact will help you turn your
individual wishes into reality with
the help of boards, dashboards,
automation or integrations in
monday.com. This is our service
promise.

s

Status

Done

ses

ao a°=-.

Timeline ©

n Scheduling team resources with the workload widget
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Scenario 2: Implementing
project management quickly
and effectively

At the foot of the mountain, a glance
upwards can be discouraging. The
same is also true of project manage-
ment: Once companies have recog-
nized a need, the real challenge is to
identify, plan and deploy the imple-
mentation as a whole. How to build
and design workflows so that they are
optimized and automated? Where to
find time and resources for organiza-
tion and migration? How to train team
members?

The goal: To make the introduction of
project management fast and effective.

CRM dashboard

Deal status Average deal size

Sales pipeline

Active deals d

| Twister Sports Jun2
I Ridge Software e

| Biueman _ s
Won ) t ate
| Velloworks g May 7
| Zift Records 3 “ May 25
| Locker Airlines 1 “ May 27
| Waissman Gallery @ Sep 22

The solution: If it's a matter of get-
ting up and running quickly, it is of-
ten worth considering the use of
cloud-based software as it is general-
ly easy to set up and handle. If it also
comes with an appealing GUI, like mon-
day.com, nothing stands in the way of
rapid productive use: Project man-
agers need only a few hours to fam-
iliarize themselves with the solution.

The templates already available for
many scenarios are particularly helpful
when using monday.com. These pre-
built templates, charts, and task lists
save time because they are based on
established best practices from mon-
day.com customers in a wide range of
industries. Of course, these templates

Team Status overview
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i i
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can also be used as a starting point for
your own process setup.

https://monday.com/lang/de/project-
management/templates

Projektmanagement
mit monday.com

monday.com is a cloud-based
project management tool that
helps teams work together more
efficiently. What's special about
this tool is that all communi-
cation about the project takes
place within the tool itself or can
be centrally pooled and organi-
zed in the tool thanks to nume-
rous integrations (such as Micro-
soft Outlook, Trello, Jira, etc.). All
information relevant to the pro-
ject — from the task list, e-mails
and chat messages to files — is
centrally organized in monday.
com, making it easy to find. For
further information please see:
https://tinyurl.com/MicroNova-
WorkOS

For many use cases there are
already prefabricated templates.
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Sustainable Business

Dear Reader,

MicroNova has been operating sustainably for well over 30 years. We have been delivering innovations to you, our customers,
without capital providers, venture capital, etc., but rather self-financed — this principle has often been mentioned in our customer
magazine. It gives us room for maneuver to shape our future in the long term. After all, that's what sustainability is ultimately about:
making the future possible through a sensible here and now.

Over all these years, we have deliberately chosen this approach, which is conservative in the best sense of the word. In my view, it is
the best take for combining innovation with reliability and predictability for our customers and security for our team. This is because
our goal was and is not to “make a fast buck”, but to achieve long-term economic harmony. A balance, if you will.

Balance and sustainability are also essential in the ecological context. We haven't talked much about this dimension so far which
doesn’'t mean we have been neglecting the subject. On the contrary. | too wish for my two grandchildren and future generations to
grow up and live in an intact environment. That is why | am glad about the increased attention of the topic in business and society,
hence it is a good time to provide appropriate insights from MicroNova.

Ecological sustainability is already part of our customer projects. For example, the Testing Solutions team supports manufacturers
and suppliers in making mobility more environmentally friendly — starting with many test kilometers that do not have to take place
in the vehicle thanks to our simulation solutions, and extending to the transformation of the powertrain.

MicroNova itself also does a lot in terms of ecology. Our new building at our headquarters in Vierkirchen meets the strict German
KfW Efficiency House 55 energy standard and is heated by district heating from a biogas plant. We have already written about our
two hives in INNOVAtion — by the way, the wish and the plan for this were developed long before the petition for a referendum on
“Save the Bees”. An insect hotel has since been added. Our canteen service is increasingly using sustainable packaging, etc. There are
many small steps that add up to a lot of investment and hopefully make a positive contribution.

It might come as a surprise to many readers that MicroNova covers in terms of figures its entire electricity consumption with its
own renewable energy, as | was able to acquire a small hydropower plant near our headquarters almost 20 years ago. It generates
over 300,000kWh of environmentally friendly electricity a year, which is significantly more than MicroNova consumes in Germany,
and thus avoids 223 tons of CO2 — according to comparative figures from the German Federal Environment Agency. MicroNova is
therefore more than CO2 neutral thanks to our production of renewable energy.

Of course, we also take care to minimize consumption, for example by using LED lighting and other energy-saving technology.
Incidentally, these LEDs are insect-friendly outdoors, both in terms of color temperature (3,000 K of warm, white light) and operating
times. This prevents the many inhabitants of our flowering meadow, which already binds approx. 1.5 tons of CO2 per year* in addition
to the trees and shrubs also planted, and of the insect hotel from being drawn into a light trap.

As you can see, we have accomplished a lot over the years — just like many other busi-
nesses. | therefore hope that the current political wind of change in terms of environ-
mental sustainability will see all stakeholders as allies and understand their achieve-
ments as well as their capabilities. MicroNova itself will continue to do its utmost in the
pursuit of ecological and economic harmony.

With warm regards,
Josef W. Karl

* https://ooe.lko.at/gr%C3%BCnland-schafft-luft-zum-leben+2400+3113330
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